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Abstract

Quantum computers are becoming a reality in the industrial sector. With the quantum
cloud from IBM putting quantum computing resources within reach of everyone with
an internet connection. The computing power of these machines is starting to sur-
pass their conventional counterparts and they are opening up new opportunities for
solving problems unfeasible on traditional computers. These can be complex logisti-
cal optimizations, simulations of molecular interaction in drug development or the quick
calculation of incredibly hard mathematical equations, etc.. One of these mathematical
problems, of which they can reduce the calculating time, is the so called factorization
problem. The issue with this is, the impossibility to efficiently factorize large numbers
on conventional computers has been the foundation of modern cryptographic algo-
rithms like RSA and ECC.

Back in 1994, Shor’s Algorithm was invented for a more efficient way of breaking the
factorization problem. This algorithm, if run on a quantum computer, could crack RSA
(Rivest-Shamir-Adleman), which is based on said problem. But since the algorithm
could only run efficiently on a future quantum computer, no change was needed in
cryptography. Now that quantum computers have matured, this algorithm was put
to the test, and it showed that it is capable of cracking asymmetric cryptography as
expected. Rendering RSA useless is a huge problem for our modern IT infrastructure,
since RSA is used in almost every data exchange via the internet. Quantum computers
allow possible attackers to decrypt and read sensitive data in the near future, no matter
how well it was encrypted. Secure communication as we know it, would cease to exist.
A possible prevention with quantum resistant cryptography, so called "post quantum
cryptography" will be the focus of this essay.

The goal of this essay is to provide an overview over what is currently being done to
prepare the IT infrastructure for the coming quantum threat. This is done by showcas-
ing the most pressing issues of post quantum cryptography and some relating topics
which we picked to be researched further. These include the current technical devel-
opment of quantum computers, the current status of NIST (National Institute of Stan-
dards and Technology) standardization process for post quantum algorithms, certifi-
cates, cryptographic agility, hardware security modules and quantum key distribution.
All of these topics were regarded in relation to a future, where quantum computers are
available to possible attackers. We want to show how the issue of broken cryptogra-
phy is being handled at the moment, and which technologies can help to increase the
security.

The procedure, with which this essay was created, is literature research. Sources are
researched and afterwards assessed, evaluated and correlated.



During the writing and research of this thesis, we were able to show that quantum com-
puters are taking shape, and already have surpassed their conventional counterparts
in certain use cases. |IBM managed to build a 127 quantum bit processor [1] which
shows the development of quantum computers is coming along. Steadily increasing
the gbit count every year.

Meanwhile, the cryptographic community has worked tirelessly to produce algorithms
that can withstand a powerful quantum computer. The standardization process of
these algorithms, lead by NIST is coming towards an end in early 2022, they aim to
release a rough draft in the first half of next year [2]. Furthermore, the standardization
procedure will continue, yielding quantum safe algorithms.

But the change of one cryptographic algorithm to another cannot be performed without
adequate tools and preparation. This is where we show how the idea of hybrid certifi-
cates can help to tie us over this period of change. It enables us to use old and new
algorithms side by side until the infrastructure has been adapted to the new algorithms,
phasing out the deprecated ones.

As we can see, the cryptographic landscape is about to change, and the chances
are high that it will be more fluid in the future. We need to say goodbye to our rigid
and static understanding of cryptography and embrace it's new fluid and agile nature.
Crypto agility is the next spotlight of this essay in which we show how important it
will be in the future to have an agile architecture, to be prepared for future algorithm
changes.

Hardware security module manufacturers have also started to prepare for quantum
computers. They develop solutions for post quantum cryptography capable devices.
New exciting hardware and software solutions are being trialed. Thereby, they ease
the transition from current cryptography to post quantum solutions.

Lastly, we could show how incredibly powerful and secure the technology of quantum
key distribution is, but also highlight it's drawbacks. While it is a highly interesting tech-
nology, its costs and limited range, which only lasts up to approximately 200-400km,
prevent it from being used in many use cases. But it manages to perform well in certain
use cases, such as short distance communications which need high security.

Our recommendation, for companies of any scale, is to start cataloguing their infras-
tructure. It is crucial to know your assets and have a clear understanding of ones own
architecture. Be this physical assets, software or the used cyphers. Only then, you
will be able to prepare for the transition to a post quantum cryptography architecture.
While the transition does not need to start immediately, it is advisable to keep a close
eye on releases by NIST. Once standards and guidelines have been published, which
should happen in a timely manner, it will be important to evaluate possible solutions
and to start planning the future transition to post quantum cryptography. The choice
of the most suitable solution is highly dependent on the existing architecture and the
business needs of a company, and cannot be universally determined. It is thus crucial
to create a tailored solution for every company. Our essay gives solutions applicable
to different use cases.

Keybords: algorithm, certificates, cryptography, ECC, NIST, QKD, quantum, RSA



Executive summary

The National Institute of Standards and Technology estimates, that by 2030 quantum
computers have become powerful enough to break a 2000 bit[RSA] encryption. While
the projected date varies from research institute to research institute, they all agree on
one common conclusion: Quantum computers are here to stay, and they are growing
more powerful by the day, putting current day Internet encryption at risk of being com-
pletely broken!

With this essay, we provide an overview for employees of companies which are start-
ing, or already performing the process of preparing their cryptographic infrastructure
to be quantum resistant. Furthermore, we offer people who are generally interested in
the topic the chance to get an overview over possible solutions for the quantum threat.
We start with an introduction into quantum computing, by showing how far along the
worlds leading researchers have come with quantum computers. The focus then shifts
towards different solutions, to adapt modern cryptography to the post quantum era.

Next, we will delve into the realm of Post Quantum Cryptography. A competition of
current cryptography researchers under the guidance of the National Institute of Stan-
dards and Technology. The next standard of NIST will consist of viable candidate
algorithms to replace the ones, broken by quantum computers.

On quantum agility, we investigate the process of shifting your enterprises cryptogra-
phy from a static one time "install and forget" task, to a periodically performed routine
which enables your cryptographic solutions to be dynamic and agile. Thus allowing
you to react to new algorithm changes, as they arise. This could become necessary if
post quantum algorithms would fail like [RSAL

A further addition is a closer look at hybrid Certificates. A technology which aims to
bring Post Quantum Cryptography to internet traffic and enable the continuous use of
Public Key Infrastructure. Helping to slowly move from old algorithms to new ones,
while the underlying infrastructure is changing, by allowing for two certificates simulta-
neously.

Hardware Security Modules is another topic, which shines the light on implementing
Post Quantum Cryptography to encapsulate whole Networks in quantum safe perime-
ters. This allows for devices, which might not be able to be adapted to quantum secure
cryptography, to be secured. But it also is a promising approach for the increased work-
load of post quantum cryptography in high throughput and low latency environments,
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such as core banking systems. And it could even help to enable quantum agility, har-
bouring the quantum proof algorithms of tomorrow.

Quantum Key Distribution is a technology that harvests quantum states to create im-
penetrable cryptography schemes. It offers interesting possibilities for provable secure
data transmission, but has many drawbacks, with it's biggest one being it’s extremely
limited range, due to quantum mechanical properties.

It can seem like a daunting task to change the whole cryptographic landscape of a
company. But our essay will show that not all is lost and that we still have some time
to implement the changes. The changes will be extensive and thus require meticulous
planning, but your security architecture will be stronger than ever, with the implemen-
tation of the right technologies.

This essay was written by Isaac Wirth and Marco Zanetti. We are two bachelor stu-
dents in the field of information technology at the Ostschweizer Fachhochschule in
Rapperswil, short OST.

Isaac finished an apprenticeship as a system administrator. In his leisure time he com-
petes in capture the flag hacking challenges and reads about current developments in
the cryptographic field. This enables him to have a complete picture about the current
cryptographic landscape.

Marco Zanetti is currently working as a junior security engineer at the Institute for
Networked Solutions, where he helps prepare course material for courses such as
"Cybersecurity basics". This provides him an insight into current developments of
cryptographic algorithms and their use.



Aknowledgements

We want to thank everybody who supported us during the writing of this essay. While
countless supporters have helped in their way, we wanted to single out a few for a
special mention.

Nathalie Weiler, Professor for cybersecurity at OST Rapperswil. Mrs Weiler was our
coach and main supporter during this work. She helped with great inputs, spot-on
criticism and great ideas to help us improve our essay. We thank her for her determined
mentorship and support for this essay, combined with the improvements she provided
for us.

Kai Schramm is a security architect and our primary contact from our industrial partner.
Mr. Schramm helped us with his expertise and knowledge of the current cryptographic
landscape and kindly reminded us of requirements for the essay in the many times
where we got lost along the way. We thank him for his enduring support and sugges-
tions regarding the content of our essay.

And last, but certainly not least we want to thank you. Thank you, the reader of this
essay, very much for taking your time to read what we have gathered over the last 3
months. This essay would be pointless without people reading it. And we sincerely-
hope it was of use to you. Thank you.

Post Quantum Cryptography 6
Isaac Wirth, Marco Zanetti



Contents

1__Introduction 10
(1.1 Purpose and Scope| . . . . . . . . . . 10
[{.2 Audiencel . . . . . . . . . . . e 10
1.3 D ment str 7= 11

2 Current technical development 12
2.1 Status quantumcomputingl . . . . . . ... Lo 12

2.1.1 Declaration| . . . . ... ... ... . ... 12
2.1.2 Fundamentalsl . .. ... ... ... ... . . ... ... 12
[2.1.3 Current technical development . . . . . . .. ... ... ..... 13
2.1.4 Futuredevelopment| . . ... ... ... ... .. .. ..., 14
2.1.4.1 symmetrical Cryptograpny| . . .. ... ... .. ... 14

2.1.4.2 Symmetrical Cryptography| . . . ... ... ... .... 15

2.2 Post Quantum Cryptography (PQC)| . .. .. .. .. ... ... ..... 16
2.2.1 History of cryptography| . . . . . . . ... ... ... ....... 16
2.2.2 NIS olvement| . ... ... . . ... ... 17

3 NIST 18
1 Intr 0Nl . . o o e e e e e e 18
8.2 CloserlookatPQC|. . . . .. .. .. ... . . . .. . . .. 19
2. ode-based PQC| . . . . . . . . . ... ... 20

3.2.2 Lattice-Based PQC|. . . . ... ... .. ... .. ... ..., 21
3.2.3 ultivariate PQCI| . . . . . . . . . . . e 22
3.2.4 Hash-Based PQC| . .. ... .. ... .. ... . ......... 23
[3.2.5 Qverview . . . . . . . .. e 24
[3.3 Benchmarking| . . . . .. .. . .. . ... 24
3.1 Intr ON] . . . o o e e e e e e e e e e 24

3.2 Information hedataset| . . . ... .............. 25

3.3 Vi lization| . . . . . . . . . . . 26

8.4 Conclusionl . .. ... ... . . ... 31
8.5 Lookahead . ... ... ... .. . ... 31
[3.6 NIST candidates documentation| . . ... ... ... ........... 32

4__Certificates| 33

4.1 Intr 10N . . . . e e e e e e e e e e 33
4.1.1 Definition| . . . . . . . . . . . 33

4.2 X509 . . .. 35
[4.2.1 History| . . . . . . . . 35

422 ASN.1l . . . . . 36

[4.2.21 Example| . .. ... ... . oo 36

Post Quantum Cryptography 7

Isaac Wurth, Marco Zanetti



Contents

4.2.2.2 Basicstructurel. . . .. ... ... 0oL 37

223 Types . . . ... . 38

4.2.2.4 ntraints| . . . . .. .. 43

4.2, r =) [ 44
424 Fieldsl . ... ... .. . . 45

[4.3 Approaches|. . . . . . . . . . e 50
4.3.1 Designconsiderations| . . . . .. .. ... ... ... 50
4.3.2 rid Certificates) . . . . ... ... .. .. ... 93
........................ 53

4.3.2.2 Generationl . . . . . . ... ... 55

4.3.2.3 Verificaiton . . . . ... .. .. ... . oo 57

[4.3.2.4 Properties| . ... ... ... ... L. 59

[4.3.3 Composite Certificates|. . . . . .. .. ... ... ... ...... 59
4.3.3.1 nerealideal .. ... .................. 60

4.3.3.2 Generationl . . . . . ... ... 62

4.3.3.3 Verification| . . . ... ... ... ... L. 62

[4.3.3.4 Properties| . .. ... ... . ... .. L. 63

4.3.4 Parallel Hierachiel. . . . . . ... ... ... ............ 64
4.4 nlusion| . . . . . .. e 66
5 Crypto Agilit 69
5.1 Definition| . . . . . ... 69
[0.2 Properties|. . . . . . . . 69
5.3 Doweneedit? . ... ... . .. ... 71
[5.4 General stepsofareplacement . . . . . .. ... .. ... ........ 71
6 HSM 73
1 __Intr ION| . . o o e e e e e e e e e e e e e e e e e 73
A1 Whatisan HSM?. . . . ... ... .. ... ... L 73

[6.2 Challenges and solutions| . . . . .. ... ... ... ........... 74
.21 Legacydevices|. . . .. ... ... ... ... ..., 75
6.2.2 High throughput/low Tatency environments|. . . . . ... ... .. 76

6.3 Quantumready HSMs| . . . . . . . . ... . ... ... .. ... ..... 77
[6.3.1 Strong protection anduse of PQCkeys| . . ... ... ... ... 77
6.3.2 Customized hardware solution| . . . ... ... .......... 77
[6.3.3 Compliance with industry standaras| . . . . ... ... .. .... 78

6.4 Manufacturers| . . . . . . ... ... 78
6.4.1 Crypto4Al. . . . . . . . e 79
B.42 TSARA. . . . . . . 79
BAS MIG . . . . . o 79
[6.4.4 SECUIOSYS|. . . . v v v i i e e 80
645 Thales|. ... ... ... .. . ... ... 80
6.46 Ultimacal. . . . ... ... . .. . . e 80
Nclusionl . . . . . . .. e e e e e 81

7 QKD 82
A atis ? (Exemplifiea wit 84 . . . . 82
(7.2 History of QKD| . . . . . .. . .. 84
Post Quantum Cryptography 8

Isaac Wurth, Marco Zanetti



Contents

(/.3 Currenttechnicaladvances| . . . .. ... .. ... ... ... ...... 86
[7.3.1 Developmenttields|. . . . ... ... ... ... ... ... 86

/.4 Increasingthedistance] . ... ................. ..., 87
741 Quantumrepeaters| . .. ... ... ... . ... ......... 88

[7.4.2 Classicalrepeaters|. . . . . . . .. .. ... . ... ... 88

/.4.3 Increasing the distance without repeaters| . . . . . ... .. ... 89

/7.4.4 Twin Fie uantum Key Distripbution| . . . . . ... ..o oL 89

[7.4.5 Satellite-to-ground QKD| . . . . .. .. ..o o oL 91

7451 Ideal. . ... ... .. . ... ... 91

[7.45.2 Chineseresearchresults| . . ... ............ 91

[/.4.5.3 Furtherkey developers| . . ... ... ... ....... 94

[/.5 A possible quantuminternet|. . . . . . . .. ... Lo Lo 94
[7.6 Quantum conference key agreement| . . . . . . . . .. ... 95
7.6.1 ipartite CKA! . . . . . . . . 96

[7.6.2 Multipartite CKA| . . . ... ... ... ... .. ... ....... 96

(.7 _Conclusion| . ... ... ... . . .. 97
8__Conclusion| 100
[List of Figures| 102
List of Tables 103
104
[Bibliography| 106
112
113
Post Quantum Cryptography 9

Isaac Wurth, Marco Zanetti



1 Introduction

1.1 Purpose and Scope

The current cryptographic landscape is composed of many different ciphers, being
used in a variety of applications, protocols and hardware. All of them play their respec-
tive part in the big system of secure communication around the globe. Most of modern
cryptographic cyphers are based on mathematical problems, which are incredibly hard
to solve for a computer, let alone a human.

But the recent advances in quantum computing pose a realistic threat to break a big
portion of the asymmetrical cryptography that is currently in use. This would mean that
a big part of our daily traffic would no longer be sufficiently protected from attacks. So
NIST set out, to usher in a new era of cryptographic algorithms, with the main require-
ment at heart, that they need to be resistant to quantum computers.

This essay paints a picture of the current status of post quantum cryptography and
the status of the current NIST evaluation for the standardization of said algorithms.
Further, it provides an overview of the current technical implementations of the dif-
ferent algorithms and aims to provide advice for companies on how to proceed with
this change. This is done by showcasing some of the important topics surrounding
qguantum secure communication.

1.2 Audience

This essay is directed at an audience less knowledgable in the field, as well as well
informed experts.

Firstly we want to reach employees of companies, which just started the evaluation
phase for post quantum cryptography. This essay offers an unbiased outlook for the
coming post quantum cryptography transition. We provide an overview over how ur-
gent the quantum threat is, what can currently be done to prepare for it, and what
needs to be done down the line to transition to quantum secure communications. This
is combined with an in depth analysis of current solutions that can be implemented.

If your company has not yet started to look into this field, this essay can offer you a
broad overview over why the quantum threat is real, and what is done to make the
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CHAPTER 1. INTRODUCTION

transition easier for you.

If you are in no way related to this kind of process, you can still read this essay. Some
sections might be not of interest for you, but we nevertheless provide an overviews over
all the basic aspects for the topics mentioned. Each topic then generally dives deeper
into the details, the further you read along. This can help to gain a good understanding
of post quantum cryptography for a bystander.

1.3 Document structure

The document is generally divided into different topics. Each topic usually starts with
a non technical overview, and gets further into technical details, the further you read
along. In the end of each topic is a conclusion section, which offers a personal opinion
on the topic, written by the author of said section. A general conclusion over the whole
situation regarding all the topics can be found at the end of the essay.

Post Quantum Cryptography 11
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2 Current technical development

The following section will give you an overview for the different topics, which will be
essential for your understanding of this essay. First, it will provide you with the general
understanding for the underlying concepts at hand, and will then paint a picture of the
current technical development in the field of quantum computing. This is important, so
that you can see how the rest of this essay is relevant. The current technical develop-
ment has a big influence on this essay, since quantum computers are being developed
at a rapid pace. That means that topics discussed in this essay, which seem far out of
reach, can become urgent within the coming years.

2.1 Status quantum computing

2.1.1 Declaration

Quantum computing is a type of computation that harnesses the collec-
tive properties of quantum states, such as superposition, interference, and
entanglement, to perform calculations. The devices that perform quantum
computations are known as quantum computers. [3]

2.1.2 Fundamentals

Quantum computers are a completely new type of computers which cannot be com-
pared to the conventional computers, which we use in our daily lives. While a con-
ventional computer operates with classical bits, which can be either one or zero, the
quantum computer works with quantum bits, so called [Qbits| These qubits are not bi-
nary, they instead have an amplitude of possibilities of being in the one state and the
zero state at the same time. As long as they are not measured, they stay in this state
of being one and zero at the same time. This is called a superposition. As soon as a
measurement is taken, their binary value can be determined to either one or zero. At
this point the super position gets destroyed. A comparison of a classical bit and a gbit

can be seen on[Figure 2.1]

A futher important aspect of the quantum computer is, that the different(Qbits|are linked
to each other, based on quantum physics. This means that quantum computers can
use these quantum physical laws to let the influence each other, to create high
powered algorithms and logical gates. Such an algorithm is Shor’s algorithm, which
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CHAPTER 2. CURRENT TECHNICAL DEVELOPMENT

O
O
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Figure 2.1: A classical bit compared to a gbit

[4]

was specifically made to break asymmetrical encryption.

2.1.3 Current technical development

But what exactly is the current technical development of quantum computers? The
most important key players in this field are multi billion dollar companies in the in-
formation technology and electrical engineering field, such as Google and [BM|[BM|
Quantum is fairly open about their process and releases press releases in regular in-
tervals.

BM is currently researching quantum computers at three different sites worldwide.
The main branch is located in Zlrich Switzerland. Their current statement regarding
their goals is quite ambitious. They just recently announced the release of their newest
addition to their quantum processor family. The processor called Eagle, has 127 stable
[Qbits| which make it the first quantum processor of [BM| which cannot be emulated on
a classical computer anymore. [1] Their next goal is a 433 gbit processor, following in
late 2022. The current objective is to then produce a 1000 gbit processor before the
end of 2023. [5] You can see their current quantum computer depicted in[Figure 2.2

The interesting aspect of IBM’s strategy is, that they aren’t just testing this technology
and keeping it close to their chest as Google does, but instead actively selling it. [BM]
currently fields the only commercially available Quantum computer, called the '[IBM|
Quantum System One". It can be bought by big industrial partners of [BM| and is in-
stalled at their sites. It can be fitted with all quantum processors of the first generation,
up to and including the "Osprey" with 433 [Qbits| The system is currently being used in
Europe, Northern America and Japan.
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CHAPTER 2. CURRENT TECHNICAL DEVELOPMENT

Figure 2.2: A current quantum computer. The quantum processor can be seen
bellow in the middle (small black square). The computer will be lowered
into a liquid helium pool during operation for cooling purposes.

2.1.4 Future development

BM] is actively preparing for the implementation of quantum computers with over a
million But they did not yet state in which time frame they deem this endeavour
possible. To show their dedication, they are currently developing the infrastructure for
said quantum computer:

That’s why we’re also introducing a 10-foot-tall and 6-foot-wide “super-
fridge,” internally codenamed “Goldeneye,” a dilution refrigerator larger than
any commercially available today. Our team has designed this behemoth
with a million-qubit system in mind [5]

An image of their Goldeneye prototype can be seen in So as we can see
they are quite persistent in their pursuit to develop a powerful quantum computer. This
poses a realistic threat to our current cryptographical systems, as algorhitms would be
vulnerable to those million gbit behemoths.

2.1.4.1 Asymmetrical Cryptography

Because of their special quantum mechanical properties, quantum computers in com-
bination with Shor’s algorithm are perfectly capable of cracking the discrete logarithm
difficulty problem and the prime factorization difficulty problem efficiently.

If we take an [RSA|cryptosystem as an example, which derives it's complexity from the
prime factoring difficulty, we can see the massive speedups the quantum computer
provides for cracking it. While an attempt on a classical computer would encompass
an exponential runtime to n, a quantum computer manages to perform the same task
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Figure 2.3: IBMs new dillution refrigerator prototype. Goldeneye.

[7]

with only O(n2(logn)(loglogn)). This is a massive speedup as soon as n is chosen to
be big enough, which it is in [RSA encryption. So the breaking of an [RSA| key would
now only require mere months, weeks or even days, compared to before, where it took
a millenia, or more likely a couple trillion years. [8]

This poses a huge threat to those cryptosystems and basically renders them useless.
So a big chunk of our current day cryptography becomes unusable if anyone manages
to build a powerful quantum computer in the near future.

2.1.4.2 Symmetrical Cryptography

Symmetrical cryptography is also at risk from quantum computing. Grover’s algorithm
can achieve a substantial speedup for cracking these kinds of systems. But while a
cracking attempt on a classical computer would run proportional to n, the same attempt
on a quantum computer would take f/[n]. This may sound like a substantial speedup,
which we are not going to diminish here, but as mister Baumhof put it nicely:

| get a squared speedup in the quantum version, which is a fantastic speedup.
If I can speed it up by 150 Trillion years, that is a lot of years, but its still obvi-
ously another 150 trillion years to break it, so that’s not really too interesting

[9]

So we can conclude that currently, quantum computing is no real threat for symmetrical
algorithms. They do not provide a big enough speedup to pose any real danger, and
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CHAPTER 2. CURRENT TECHNICAL DEVELOPMENT

if big quantum computers come to be in the enar future, a doubling of the key sizes is
already enough to mitigate the speedup entierly. This would pose an additional over-
head and would thus reduce performance, but the development of classical hardware
should be able to catch up in the meantime.

2.2 Post Quantum Cryptography (PQC)

2.2.1 History of cryptography

As discussed before, modern quantum computers will render asymmetric cryptography
useless once they become sufficiently powerful. This will force us to change to a new
generation of cryptographic algorithms in the future. WHile this seems like a daunting
task, and it’s by far no easy feat, the fact that we will need to change our cryptography
is by all means not a new discovery. As previously discussed, this necessity arose
back in 1994 when Peter Shor presented his algorithm to the public, and thus proved
that one day this day would come. It became apparent that the current cryptographical
algorithms could be broken, the only question remaining was if it would take a decade,
a century or a millenia. So the scientific community started to analyze and design what
the future of cryptography could look like. They took the algorithms in use back then,
which don’t differ much from todays cryptography, and analyzed if they could withstand
attacks from quantum computers, or if they needed replacing. An example to illustrate,
that this topic was already of high importance in the mid two thousands, is a book from
2009, titled:

Is cryptography dead?
Imagine that it’s fifteen years from now and someone announces the suc-
cessful construction of a large quantum computer. [10]

The title might sound a little dramatical, but the time frame was pretty solid. Quantum
computers would become reality within a forseeable future, and cryptography would
need to adapt, but how would that be possible?

So the work began, to design algorithms that would provide adequate protection against
the almighty quantum computer. This work continued to span into the period of 2010.
Progress was made towards the goal of quantum safe algorithms. Or even better, the
scientific community distinguished algorithms that were already quantum safe, and im-
proved them, to suit the needs of modern cryptography.

But why is this huge effort even undertaken, if the only reason for it is a vague "What
if" scenario, which still seemed years, if not decades, away? Back in 2009, no one
could say, if it was even possible to build a quantum computer. It seems a little hasty,
to spend so much resources and time of the scientific community, which could have
been put to better use, than to invest it in a scenario that might not even happen at all.
And why didn’t the community just use the already quantum safe algorithms that were
in place, and simply waited for the urgency to arise for the implementation?

Mister Bernstein has three good arguments as to why this topic carries urgency.
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CHAPTER 2. CURRENT TECHNICAL DEVELOPMENT

« It takes time to implement post quantum cryptography, or any cryptography for
that matter.

« It takes time to establish trust in the new post quantum algorithms.

« It takes time to improve the usability and performance of post quantum cryptog-
raphy.

[10]

The scientific community realized this urgency early on and thus started to hold the
convention for post quantum cryptography in 2006. The goal of that convention is to
be an open platform for discussions about the topic post quantum cryptography, which
they state on their webpage:

PQCrypto is the main conference series devoted to post-quantum cryptog-
raphy [11]

2.2.2 NIST involvement

While the scientific community made good progress during the last decade, it was
clear that some form of official governing body would need to get involved at some
point. This role was taken up by NIST when they joined the post quantum cryptogra-
phy process in the year 2016. They started this by holding a first round of submissions
for any willing applicants that wanted to enter the pool of contestants to become a rec-
ognized standard. Those algorithms were then subsequential evaluated and the pool
of contestants was narrowed down. Initially, there were 89 applicants to the first round.
The current round is the third iteration of this process and has only 7 contestants left,
with 8 possible alternates. Some of them will be part of the new proposed standard by
NIST. [12] If you want to know more about NISTs involvement, make sure to read the

chapter 3,
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3 NIST

As shown in the previous chapter, asymmetric cryptography will soon be fundamentally
broken. But NIST has set out to pool all feasible candidates for new cryptographic
algorithms and standardize the most promising ones, for a quantum secure future.
This chapter will give an overview over how their process to achieve this is structured,
and what they did up until now. It will look at the candidates in detail and show what
will be done in the near and far future to standardize them, and subsequently roll them
out as the future of asymmetric cryptography.

3.1 Introduction

NIST is the National Institute of Standards and Technology of the United States of
America. It has a role as standardizing body for technological advances in the US.
Thus, it is heavily involved in the research, development and implementation of IT
solutions for the wider use across the U.S., and in most cases, also across the world.
NIST was the leading force behind the new [AES| and [SHA|implementations [13], which
it spearheaded with competitions to find reliable algorithms, before putting them to the
test and deciding which would be standardized and adapted for public use.

So it was only to be expected that NIST would also lead the efforts to change the
cryptographic landscape once more, with the looming threat of quantum computing.
They realized the threat that quantum computers posed, and started their process for
the search of new algorithms. In 2016 [14], they issued a directive, that asked for the
submission of current [PQC]| algorithms that were being developed at the time. NIST
set out rules and guidelines of what each submission should encompass. By the end
of the submission period, which came in November 2017, they had received 82 can-
didates, of which 69 met the stated requirements for formal submission. [15] The first
round of evaluations was thus started in late December 2017.

NIST analyzed the candidates for over 2 years regarding their security, performance,
and other characteristics. In that time it looked at different requirements for which they
tested how well the candidates would fulfill those duties. They then release an updated
list with 26 remaining candidates [15], that had passed the first round of evaluation in
January 2019. It stated that these algorithms would be selected for a further round of
evaluation.

The second round was launched in April 2019, giving the selected candidates commit-
tees enough time to alter their submission and tweak them slightly if they wished to do
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so. After this period had run out, NIST set out once more to prove the viability of the
remaining algorithms. This time being more thorough and more precise in their efforts
to determine which of them were ready to replace current asymmetric cryptography.
NIST announced the finalists of the second round, which would move on to the third
round in July 2020. The number of viable algorithms had dwindled to 7 finalists and
8 alternate candidates. While the 7 finalists would directly advance to the third round
and be considered a viable option for becoming part of the future standard, the eight
alternate candidates lacked this confidence, and would thus be subjected to at least 2
more rounds of testing and developing (round three and four). They will not be included
in the first released standard, but NIST made it clear that it aims to diversify its portfo-
lio of possible algorithms and aims to keep a wide selection of different candidates. [2]

This brings us to the third round of NIST evaluation. NIST offered the selected finalists
once more the opportunity to optimize and tweak their submission until the deadline of
October 1st 2020. Once that passed, they started the third round of evaluations, with
the clear goal to produce a standard at the end of that phase. The phase has been
ongoing ever since and is currently not completed as of writing. The final date set for
an announcement is not defined, however NIST stated in an earlier presentation:

The 3rd Round will end sometime close to the end of 2021 [16]

3.2 Closer look at PQC

The previous section contained the following statement: "...NIST made it clear that it
aims to diversify its portfolio of possible algorithms and aims to keep a wide selec-
tion..." This is due to the fact that the new proposed algorithms don’t simply follow
one hard math problem to create secure cryptography, but use a variety of them. The
following section will take a closer look at the different types that are currently being
evaluated for the next generation of cryptography.

So, NIST is discussing a variety of different candidates for[PQC]| solutions. They do this
to diversify the portfolio of possible algorithms that can take over and ensure a quan-
tum safe communication in the future. The field of quantum secure cryptography is still
in it’s relative infancy, and while some algorithms might be promising as of now, it is
not unheard of that a possible weakness could be found in the future, be it with a new
quantum or classical algorithm. If all new algorithms would be of the same underlying
technology, it would render all of them useless, and the process would need to start
from the beginning. This is why NIST is trying to diversify the portfolio, to make sure
this will and cannot happen in the future. In the case that one of the new algorithms
would be deprecated, another one with a different underlying mathematical problem
could take it’s place instead.

This is achieved by basing the different candidates on substantially different theoretical
approaches to post quantum cryptography. There are four main categories of algo-
rithms, which are currently in contention, and this chapter takes a closer look at the
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individual theoretical approaches, to give you an overview. Please note that these four
categories are by no means exhaustive, as there are countless approaches to [PQC]
solutions. But to narrow it down, this paper will only touch on the four most widely used
ones. [8]

3.2.1 Code-based PQC

Code based[PQC]is based on error correcting codes. These are used to help transmit
data over channels which introduce bit faults and thus need correcting algorithms to
reliably transmit data. There are many ways on how this can be implemented, from
sending multiple bits as backup, to checksums that check the data integrity and alert
the receiver, if the transmitted data is faulty, to using so-called binary Goppa codes|
These leverage mathematical properties of matrices to create error correcting codes.
These only necessitates a small overhead and promises strong, and depending on
the size of the matrix, adjustable fault tolerance. Now there is the possibility to base a
cryptographic system off of this premise. [8]

One of the oldest ones is the McEliece crypto system, which was developed in 1978 by
Robert McEliece. It leverages the basis of the last example with matrices. But instead
of using the matrix to correct errors in the code, the McEliece system introduces sys-
tematical errors by scrambling the message with a public key matrix. Now the receiver
needs to unscramble said message with his private key matrix to receive the message.
Calculating such a result without sufficient information is an NP-hard problem?, which
makes it resistant to quantum computer attacks. [8]

NIST Candidates:

F [ Classical McEliece
B [ BIKE
B HQC

Advantages: [17] [18]

+ Provable unbreakable by quantum computers
+ Has not suffered any security degradation at all since it's development
+ System is in development since 40+ years and thus well understood.

+ System is quite fast, as encryption and decryption have low complexity.
Disadvantages: [8] [18]
— Big key sizes of up to 1 MB (RSA) in comparison, has 2 KB)

'Binary Goppa codesare a special family of error correcting codes, which operate with matrices.

2NP-completeness describes a class of problems which a certain complexity. You can find more about
it in this Wikipedia article

3F = Finalist

4B = Backup candidate
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Figure 3.1: An example of the Shortest Vector Problem in a 2 dimensional lattice.
[19]

— Security and efficiency propose a known tradeoff issue.

— Require a large amount of memory.

3.2.2 Lattice-Based PQC

Lattice based cryptography uses specific lattices. The mathematical lattices used in
this process consist of points in an n dimensional space. A simple example for this is
if n = 2 which means it’s simply a grid with points in a 2 dimensional space. Now, how
can we use lattices to create a cryptographic algorithm? This is where the Closest
Vector Problem (CVP, or also called Shortest Vector Problem (SVP)) comes into play.
[CVP| puts a point at a specific location within the lattice and now poses the question
of finding the shortest vector to the nearest point. An example of this can be seen
in the [Figure 3.1l While this may seem trivial in 2 dimensional space, lattice based
cryptography usually does not operate with just 2 dimensions. The lattices can have
as many dimensions as the algorithm desires, which are completely impossible to
visualize for the human mind. [8]

The most promising implementation of lattice based cryptography is NTRU. NTRU
has been developed in 1996 and has since been improved and updated, even imple-
menting the system under an open-source license since 2011. Two of the candidates
currently in the competition for[PQC| by NIST are directly based on NTRU.

NIST Candidates:

F Kybers

F NTRU

F Dilithium

F Falcon

B NTRU Prime
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B FrodoKEM
Advantages: [20] [17]

+ There are currently no quantum algorithms which would reduce lattice problems
hardness.

+ Offers a big variety of implementations with the same underlying system (As
seen in number of candidates).

+ Due to this characteristic, they can be tuned for different key goals (Performance,
key sizes, cypher size, etc...)

+ Most versions are comparably easy to implement.
Disadvantages: [8] [18]

— Possibility that only worst-case scenarios are secure, while average scenarios
remain relatively easy to crack

— Possibility that approximations are easier than previously thought, undermining
security

3.2.3 Multivariate PQC

This type of cryptography has a lot of similarities with breaking multivariate equa-
tions. They are usually combined for a system, which contain many equations, that
are hard to find the solution to. This is an NP-hard® problem, which is called multivari-
ate quadratic equations’ problem (MQ). The keys in this crypto system would therefore
consist of a multitude of equations. Without these equations the posed [MQ] would be
incredibly hard to solve. [8]

NIST Candidates:

F Rainbow
B GeMSS

Advantages: [21] [8]

+ Efficiency and thus performance
+ Low computational requirements
+ Short signatures

Disadvantages: [21] [20] [8]

— Implementations can prove difficult

— Large public keys

SNP-hardness describes a class of problems which a certain complexity. You can find more about this
in this Wikipedia article
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— Security isn’t sufficiently proven for large-scale implementation

— Hardware intensive and thus slower

3.2.4 Hash-Based PQC

Hash based cryptography is, as it's name suggests, based on well established hash
functions, such as [SHAR, [SHAB and variations of them such as SHAKE256 This is
possible, because hash functions in itself are already quantum secure. They are se-
cure by having an attacker randomly guess for hash collisions, which is not possible
to speed up on quantum computers (Until now no quantum algorithm has been de-
veloped or at least openly published that could break hash functions). [22] One of
the main downsides of using hashing algorithms is their very specific use. Due to the
characteristic of them being a one way function, they can only be used for signing pur-
poses and a very restricted set of cryptographic functions which necessitate certain
requirements. [8]

NIST Candidates:
B SPHINCS+
Advantages: [18]

+ Uses relatively small key and signature sizes.

+ Nearly every hash functions can serve as basis for hash based signature schemes,
which offers flexibility.

+ Hash scheme can be adapted to hardware and offer performance increases.
Disadvantages: [8] [18]

— Usually operates using a one time password, necessitating a new key for each
transmission

— Not yet proved to be secure
— Only applicable for signatures

— Only applicable for short messages
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3.2.5 Overview

Finalists
Public-Key Encryption / KEM Digital signatures
Classical McEliece CRYSTALS-DILITHIUM
CRYSTALS-KYBER FALCON
NTRU Rainbow

SABER

Alternate candidates

Public-Key Encryption / KEM Digital signatures
FrodoKEM GeMSS
SABER Picnic
HQC SPHINCS+
NTRU Prime
SIKE

Table 3.1: An overview over the round three NIST candidates [2]

3.3 Benchmarking

3.3.1 Introduction

One of the most important aspects for a new [PQC]| algorithm that wants to be the next
standard is, besides security, performance. [2] The algorithm needs to be impeccably
secure, but it also needs to be performant to be competitive in the current competition.
This is underlined by the fact, that past selections of algorithms by NIST usually re-
sulted in the selection of schemes that were under the most performant ones early on,
for example Rijndael(AES) and Keccak(SHA3). [13]

Due to this, this chapter will give an overview over the current finalists of round three,
in regard with their performance characteristics. This may seem trivial, as benchmarks
are something done for nearly every computer program. But since this is a competition
that determines the future of cryptography, there is considerably more at stake. This
results in a huge amount of papers and reports written about this topic, for software and
hardware benchmarks, over a variety of platforms, from ARM(Acorn RISC(Reduced In-
struction Set Computerf) Machines) Cortex-M4[’| controllers, over common consumer

6

A reduced instruction-set computer (RISC) is a computer designed to simplify the indi-
vidual instructions given to the computer in order to realize a task. [23]

The [AES| Cortex-M is a group of 32-bit[RISCAES| processor cores licensed by Arm Hold-
ings. These cores are optimized for low-cost and energy-efficient integrated circuits, which
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computers up to connected network machines. To go into detail for all these papers
would simply be impossible in this chapter, so the most interesting ones (by our per-
sonal, and biased choice) are linked below for further reading. They are categorized
into topics that might be of interest for you.

« Testing and Benchmarking NIST [PQC|on|AES]| Cortex M4/ [25]
« Evaluations of second round candidates on loT(Internet of Things) devices [26]

 Implementations of the second round candidates on dedicated hardware with the
help of FPGAs (Field Programmable Gate ArrayEb [13]

NIST Post-Quantum CryptographyA Hardware Evaluation Study [27]

Benchmarking in TLS implementations| [28, p. 72]
Post-Quantum Authentication in TLS 1.3 [29]

For the sake of this essay, it was important to us to find an unbiased benchmark from
an independent source, that could provide datasets for all finalists, which turned out
to be not too easy to find. Because many papers only contain a subset of algorithms
due to the sheer amount of them, which often leads to some finalists being left out
due to the fact that back when these papers were written, they weren't finalists yet, but
just another algorithm in the second round pool. But the webpage of eBACS(ECRYPT
Benchmarking of Cryptographic Systems) offers a huge variety of datasets, relating to
all possible kinds of algorithms, including [PQC|KEMs and signatures. It was the only
set we found, which contained all seven finalists for a complete comparison.

3.3.2 Information about the dataset

The dataset from the webpage is managed by the Virtual Application and
Implementation Research Lab (VAMPIRE). It contains more than 150 different imple-
mentations of cryptographic algorithms (Including some [PQC| candidates) on almost
60 different architectures, with 3-4 parameters per set. This results in an estimated
twenty thousand datasets for benchmarking, at the time of this writing. For the sim-
plicity of this essay, we will constrain the following list to the seven current finalists,
listed in [Table 3.1} with similar security levels®l Sadly it was not possible to compare
the algorithms on similar hardware, due to some analyzed datasets missing one of the
finalists. So the hardware used for the KEMs and the signatures are not the same.
But, and this was most important to us, all KEMs were tested on the same hardware
and all signatures were tested on the same hardware. A further interesting aspect of
this analysis would have been the comparison with a non quantum secure algorithm
which is currently in use, such as ECCJor [RSA|But sadly, our chosen datasets did not
include such a comparison, due to the fact that they mainly targeted NIST candidates.

have been embedded in tens of billions of consumer devices. [24]

8FPGAs are integrated circuits which allow for a change of their architecture with the help of software,
thus providing flexibility.
9Security levels as defined by NIST [30]
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The architecture for the KEM benchmark selected for the visualization was the

aarch64; Firestorm (610f0230); 2020 Apple M1; 4 x 3200MHz; unstable;
minimac, [31]

with the help of the benchmarking tool version
supercop-20211108 [31]
While the signatures were benchmarked on the

amd64; TigerLake (806c1); 2020 Intel Core i7-1165G7; 4 x 2800MHz;
unstable; pascalinspiron75062n1, [32]

with the help of the benchmarking tool version
supercop-20210125 [32]

The security levels indicated by the Roman numerals, ranging from one to five, are
according to NIST requirements, shown in the [Table 3.2 [30] They indicate NIST
requirements, compared to previous algorithms standardized by NIST. Rules [, Il and
V compare the strength of the algorithm to various implementations of [AES| with an
exhaustive key search™, with | being the weakest and V being the strongest. Rules Il
and IV compare the strength of the algorithm to various implementations of [SHA with
a collision search™}, with Il being the weaker and IV being the stronger one.

Level | Level Security Description
I At least as hard to break as |AES|1 28 (exhaustive key search)
[l At least as hard to break as SHA256 (collision search)
I At least as hard to break as |AES[192 (exhaustive key search)
(
(

v At least as hard to break as SHA384 (collision search)
Y At least as hard to break as|AESR56 (exhaustive key search)

Table 3.2: The NIST security levels [30]

So following, you will find a visualization of the size of all KEMs and their performance,
as well as the size of the signatures and their respective performance. Please keep in
mind that all scales are logarithmic, this was necessary due to the huge differences in
size and performance of the different algorithms. The images have the whole descrip-
tion in their caption, to avoid any confusion if the images end up in a different position
that originally intended by the authors.

3.3.3 Visualization

Following, you will find the figures correlating the data taken from the benchmarks
and visualized together. We grouped all KEM’s and signature schemes into one figure
each, with size and speed being the two other factors, leading to four figures in total.
All figures contain additional comments in their caption.

10An exhaustive key search is a brute force attempt at guessing every possible key until obtaining the
correct one.

1A collision search is a brute force approach to generating hashes until a collision is found. Meaning
an equal hash.
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Figure 3.2: SK = Secret key, PK = Public key, CT = Cypher text, SeK = Session key
The minimum is the minimal size achieved by the algorithm
The maximum is the minimum size achieved by the security level V of the algorithm
It is clearly visible that all lattice based contenders are close together regarding key sizes, while classical McEliece
clearly stands out with its big secret key, and its huge public key. The session keys are exactly the same for all KEM

schemes. Data correlated from sources. [31] [33] [34] [35] [36] [37]
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Figure 3.3: Gen = Generate key pair, Encap = Encapsulation, Decap = Decapsulation
The minimum is the minimal cycles used by the algorithm
The maximum is the minimum cycles used by the security level V of the algorithm
While Saber and Kyber clearly have the best performance overall, it shows that the NTRU implementation is already
quite a lot slower in comparison. The classical McEliece is comparable to the first two schemes in regards to
encapsulation and decapsulation, but the key generation takes substantially longer than any other scheme. It takes
roughly 10times as long as its second competitor and 1000 times longer than Saber or Kyber. Data correlated from

sources. [31] [33] [35] [36] [37]
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Figure 3.4: SK = Secret key, PK = Public key, Sign 0 = Signing 0 bytes, Sign 23 = Signing 23 bytes Sign n = Signing many bytes (No
exact specification given)
The minimum is the minimal size achieved by the algorithm
The maximum is the minimum size achieved by the security level V of the algorithm
* = Dilithium has no security level | implementation, so the Dilithium values are from security level Il
** = The Rainbow documentation does not clearly correlate security levels to implementations, so these implementations
are not to be taken as precise values, but as approximations
As we can clearly see, all schemes operate with similar sizes, the only clear deviations are the scalability of Falcon,
which seems to be slightly worse than its competitors, and the key sizes of rainbow which are substantially bigger than
others. But as a benefit, the signatures of rainbow are considerably smaller than its competitors. Data correlated from
sources. [32] [38] [39] [40] [41]
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Figure 3.5: Gen = Generate key pair, PK = Public key, Sign 59 = Signing 59 bytes, Verify 59 = Verifying 59 bytes
The minimum is the minimal cycles used by the algorithm
The maximum is the minimum cycles used by the security level V of the algorithm
* = Dilithium has no security level | implementation, so the Dilithium values are from security level Il
** = The Rainbow documentation does not clearly correlate security levels to implementations, so these implementations
are not to be taken as precise values, but as approximations
It’s visible that all schemes operate in a similar performance range, with the only clear deviations being Falcons and
Rainbows key generation performance. While Falcon takes roughly 100 longer than Dilithium, it takes Rainbow 10000
times as long! Data correlated from sources. [32] [38] [39] [40] [41]
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3.4 Conclusion

Everything included in this chapter (Conclusion) is merely an opinion by the au-
thors and is not supported by hard evidence or direct quotations of relevant liter-
ature. The opinion is based on the research documented in the previous|chapter|

The current status of NIST standardization progress is highly promising to produce
a first draft of a standard by the beginning of 2022, with a definitive standard by the
end of 2024. This perfectly fits in with the communicated NIST goals for the [PQC]
process. There will probably no quantum computer by 2024 which can break classical
cryptography. But, and this is a big variable in this process, the process of changing
the worldwide asymmetric cryptography merely starts with the selection of a standard.
This process can take from a few years up to a decade or more, depending on many
factors, such as the age of the system, the urgency for change and the financial power
of the key players, to name a few. While the urgency is as high as it has ever been,
due to the fact that quantum computers are expected to break RSA]with a 50% chance
by 2030, we need to ask ourselves what happens if the quantum threat does not ma-
terialize as early as expected. Will the changes still be made if the development of
quantum machines should plateau in the next couple of years? Or will the transition
come to a standstill?

Only time will tell, as we will need to wait how the industry will react to the new stan-
dard. Big companies with highly crucial data, such as financial institutes or companies
with valuable trade secrets in transit will be first adapters, together with government
agencies and intelligence agencies. But how fast will the rest of the technological land-
scape follow their example?

The NIST has done everything in its power, with a well-structured and coherent pro-
cess that has produced a small but strong selection of future algorithms for public use.
The last contenders are a good choice, with a mix of variety and reliability. A mix of
known processes and new endeavors. We are excited to see what NIST will propose
at the beginning of 2021. The same goes for the possible round four, which could
already start in late 2022 and produce even more possible candidates to make sure
asymmetric cryptography is secure for the foreseeable future.

3.5 Look ahead

End of third round: end of 2021 or early 2022
First draft of standards: early 2022

Round 4 for backup candidates: late 2022-2024
Final standard: end of 2024
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[16]

3.6 NIST candidates documentation

If you want to know more about the specific NIST candidates, we highly advise you to
read the documentation which has been released by NIST. It contains a short overview
over all current finalists and all backup candidates. It goes into detail how their basic
underlying functionality works and says why NIST considers them a strong contender
in the field of PQC] You can find the reports regarding the standardization of PQC]| on
NIST page for the status update concluding the second round.

Furthermore, you can find a detailed overview for the ongoing process of the third
round on the page for the announcement for the third round.

And last but not least, they provide an overview over all the updated submission for
the third round on the page for the third standardization conference.
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4 Certificates

4.1 Introduction

In this section, we introduce digital certificates and their usage in today’s technology.
After the introductory paragraph, we present |hybrid certificates], composite certificates|
and [parallel hierachie| which help transition to post-quantum cryptography.

4.1.1 Definition

In this section, we are going to define the terms hybrid certificate. First, we will deter-
mine what the words hybrid and certificate are.

Hybrid

In biology, this term means a plant or animal has been produced from two different
types of plants or animals, especially to get better characteristics.[42] The term is often
used for improvements or adding functionality to a product in technology. A traditional
certificate has extra fields for an alternative certificate. Later more on that.

Certifacte

A certificate refers to an official document stating that thing is true. In society, we
often do this to provide truth for different things, such as birth, share or skills. Here we
are talking about digital certificates used for providing integrity and confidentiality, and
especially we are talking about the X509 standard. [43]

Composite

It means that something is made up of several parts or elements.[44] In the context of
certificates, we are not using one algorithm, but several of it.

Public-Key cryptography

It is a generic term for asymmetric encryption that uses two keys, also referred to as
pairs of keys for encryption. The particular property in this system is the one-way
mathematical function. A message can be encrypted with one part of the keys but not
decrypted. The public key is available for everyone, used to encrypt the message. The
private key is to decrypt the received message. [45]

Hybrid cryptosystems
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This definition clarifies the difference between hybrid certificates and hybrid cryptosys-
tems. Besides the terms, symmetric-key cryptosystems and asymmetric-key cryp-
tosystems are also called hybrid cryptosystems. By only using asymmetric or asym-
metric cryptosystems, we are facing different problems. The asymmetric approach
sometimes has the problem of performance, and the asymmetric is the main problem
of key exchange.

To understand the concept, we are going to make an example. As always, we have
lovey bob, Alice and eve for showing demonstrations.

Alice wants to send a confidential message to bob over a single unsecured channel. In
this example, we are not determining bobs public key is from him. Eve has, of course,
the possibility to send a fake certificate and make a man-in-the-middle attack. [46]

1. Alice asks Bob for his public key and make a verification of the key with [PKI| (She
could also ask a third party, e.g. [PKI|for the public key)

2. Alice generates an encryption key for the message.

3. Alice encrypts the message with the encryption/symmetric key with a symmetric
algorithm, e.g. [AES}-128.

4. Alice encrypts the key-encryption key with the public key. She knows artefacts,
the ciphertext and the encrypted encryption/symmetric key.

5. Alice send the artefacts to bob.

6. Bob uses his private key to decrypt the encrypted encryption/symmetric key (At
this point, Bob was the only one able to decrypt the message because of the
public-private key approach).

7. Bob decrypts the message with the decrypted encryption/symmetric key.

This approach includes key encapsulation, which is the public-key cryptosystem and
data encapsulation, which is the symmetric key cryptosystem.

In terms of hybrid certificates, the improvement is in the key encapsulation.
Cross-signed certificate

The concept of cross-signed certificates refers to verifying a certificate on different
paths along the [PK] system [47]. For example, Let’s Encrypt certificates have different
trust paths for verification. From the application point of view, it makes no difference
which path for verification is used, as shown in the figure [4.1] If you like to read more
about it, take a look at the blog post from Scott Helm.
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Server Let’s Encrypt ISRG
certificate Authority X3 Root X1
? #5112

Let's Encrypt IdenTrust DST
Authority X3 Root CAX3

#6334
Different certificates,

same key pair

Figure 4.1: Let’s Encrypt Cross-Signed Certitifcate [48]

and PKIX

Refer to two different things. The term [PKl|is used for the technology Public Key Infras-
tructure and is defined RFC5280 PKIX is the IETF working group and establishes the
standard and the worked-out standards are often referred to as "PKIX standards".

4.2 X.509

This section will learn how an X.509 certificate is structured. To fully understand the
following sections, it’s helpful to understand ASN.1 and make it easier to compare the
actual structure of version 3 with the approaches.

There is no standard defined how to solve the problem of the migration to new [PQC|
Certificates.

4.2.1 History

For your interest, we give you a short overview of the history of X.509 certificates
[49].

It was the first issue on 3 July 1988 associated with the X.500 standard.

X.500 is a communication protocol and first approved in 1988 and enhanced in 1993.
It's used in directories services and specifies a client-server architecture. The pro-
tocol for directory services is better known as Lightweight Directory Access Protocol
(CDAP). Security is defined under the X.509v1| standard and nowadays deprecated.
The first usages were a hierarchical structure for accessing resources using asymmet-
ric encryption.

Version 2 introduced the concept of subject and issuer unique identifiers for the reuse
of the certificate using the subject and/or issuer.

Version 3 was approved in 1996 and included the concept of extensions. Some exten-
sions are defined in the [RFC| and others can be user-defined.
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4.2.2 ASN.1

The X.509 Standard is written in ASN.1 annotation because the standard is from the
year 1988, and ASN.1 was the way to go. So we first need to understand ASN.1 for
the following parts. For simplification, we will give you the code snippets in JSON. It
should help you to understand it fully.

Let’s begin with describing |Abstract Syntax Notation One|

Abstract Syntax Notation number One is a standard that defines a formalism for the
specification of abstract data types.

It gives a language to describe the content, but it does not provide effective encoding
for transferring data. The encoding we are talking about is, as an example, JSON or
XML. So ASN.1 is more a mother of encoding and provides a way to describe the
content universally and encode the content in the following schemas. Basic Encod-
ing Rules (BER), Packed Encoding Rules (PER), XML Encoding Rules (XER), JSON
Encoding Rules (JER), and others. [50]

If you like to understand [ASN.1]further, we can recommend this video.

4.2.2.1 Example

This example should make clear what ASN.1 is [51]. We like to send the phone number
of John to other people, but we only know which encoding is used and know the
schema.

Listing 4.1: Exmaple definition phone and name

1 Contact ::= SEQUENCE {
2 name VisibleString,
3 phone NumericString
4 }

We defined the schema, but we have different machines using a different encoding.
There we need to use different encodings.

Basic Encoding Rules (BER)

Listing 4.2: ASN.1 Encoded in BER
1 30 19 80 OA 4A6F686E20536D697468 81 0B 3938372036353433323130

Packed Encoding Rules (PER)

Listing 4.3: ASN.1 Encoding in PER
1 0A 4A 6F 68 6E 20 53 6D 69 74 68 0B A9 80 76 54 32 10

XML Encoding Rules (XER)
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Listing 4.4: ASN.1 Encoded in XML

1 <?xml version="1.0" encoding="UTF-8"?> <Contact>
2 <name>John Smith</name> <phone>987 6543210</phone> </Contact>

XML Encoding Rules (XER) in HEX

Listing 4.5: ASN.1 Hex Representation of a XML

3c 3f 78 6d 6¢c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22
20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 3f 3e
20 3c 43 6f 6e 74 61 63 74 3e 20 Oa 3c 6e 61 6d 65 3e 4a
6f 68 6e 20 53 6d 69 74 68 3c 2f 6e 61 6d 65 3e 20 3c 70
68 6f 6e 65 3e 39 38 37 20 36 35 34 33 32 31 30 3c 2f 70
68 6f 6e 65 3e 20 3c 2f 43 6f 6e 74 61 63 74 3e

D O A W NN =

JSON Encoding Rules (JER)

Listing 4.6: ASN.1 Complex Example

1 { "name" : "John Smith", "phone" : "987 6543210" }

Listing 4.7: ASN.1 Hex Representation of a JSON

1 7b 20 22 6e 61 6d 65 22 20 3a 20 22 4a 6f 68 6e 20 53 6d
2 69 74 68 22 2c 20 22 70 68 6f 6e 65 22 20 3a 20 22 39 38
3 37 20 36 35 34 33 32 31 30 22 20 7d

We see above the most human-readable encoding is JSON and the XML. This different
encoding makes it independent from programming languages, protocols and operating
systems. The opportunity makes it possible to choose the correct encoding for an
application. For example, you usually need a communication protocol with a few bits
for real-time applications. Therefore a BER or PER encoding fits it.

The ASN.1 schema definition in the examples shows how to encapsulate information
for transportation.

4.2.2.2 Basic structure

This section shows what a basic definition looks like and how to interpret it. We will
begin with a simple example and explain how to understand it.

The underlying protocol we communicate between the two parties doesn’t matter; they
only have to know the schema definition. An example is a simple bank transaction
between two customers. A customer can make multiple transactions with one person.
We send all transactions in a list for efficiency and to reduce overhead.

Listing 4.8: ASN.1 Complex Example

1 SimpleBankTransaction DEFINITIONS AUTOMATIC TAGS ::= BEGIN
2
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3 BankTransaction ::= SEQUENCE ({

4 dateOfTransaction DATE,

5 from CustomerInfo,

6 to CustomerInfo,

7 transactions ListOfTransactions

8 }

9

10 CustomerInfo ::= SEQUENCE ({

11 firstName VisibleString (SIZE (3..50)),
12 lastName VisibleString (SIZE (3..50)),
13 address Address,

14 contactPhone NumericString (SIZE (7..12)),
15 iban VisibleString (SIZE (3..50))
16}

17

18 Address::= SEQUENCE {

19 street VisibleString (SIZE (5 .. 50)) OPTIONAL,
20 city VisibleString (SIZE (2..30)),

21 state VisibleString (SIZE(2) ~ FROM ("A".."z2")),
22 zipCode NumericString (SIZE (4))

23 }

24

25 ListOfTransactions ::= SEQUENCE (SIZE (1..100))

26 OF Transaction

27

28 Transaction ::= SEQUENCE ({

29 transactionId INTEGER (1..99999),

30 amount REAL (0.00 .. 9999.00),

31 currency VisibleString ("CHEF" | "EUR" | "USD"),
32 exchangeRate REAL

33 }

34 END

At first, it seems a bit confusing, but let’s break it down.

From a higher view, we have modules that contain all definitions and begins with BE-
GIN and ends with END.

4.2.2.3 Types

The next thing we see are the definitions BankTransaction, CustomerInfo, Address,
ListOfTransactions and Transaction. These are used inside other definitions
and used as types.

Types are the most basic representation of information. If you have experience with
java, it's comparable to primitive types such as bool, short or char.

The following table gives you an overview of some types.
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INTEGER

This is a type that the value is either true or false. It's comparable with a switch that
has the state on or off."

Listing 4.9: ASN.1 Exmaple of INTEGER

1 doorOpen BOOLEAN ::= TRUE

BOOLEAN

An integer is a decimal negative or positive number with variable length. There are
usually limitations caused by hardware or software, but ASN.1 theoretically defined no
limit.

Listing 4.10: ASN.1 Exmaple of BOOLEAN

1 speed INTEGER (0..60) ::= 40

BIT STRING

They use it for naming the bits and not bytes and means each bit can have a meaning
like the boolean type. The representation is either binary (1101000100011010" B),
in hex (82DA’ H) or named (admin (2), the number 2 is the position in the bit array).

Listing 4.11: ASN.1 Exmaple of BIT STRING

1 "Sensors ::= BIT STRING {
2 doorOpen (0) ,

3 windowOpen (1),

4 engineOn (2)

5 }

6

myStatus Sensors ::= {windowOpen, engineOn}"

OCTET STRING

An octet (=byte) string is a sequence of bytes (= 8 bits). It has two meanings, either as
a state or as a number. It’s very similar to a bit string. However, it only has a length of
8 bits and not as in a bit string a length of one bit.

Listing 4.12: ASN.1 Example of OCTET String

1 1pV4Address ::= OCTET STRING SIZE (4)

DATE It is used when you need to represent a date. Values have the form Yyyy-MM-DD.
It's transmitted as UTF-8 in BER, CER and DER encoding.

Listing 4.13: ASN.1 Example of DATE

1 harvardEstablished DATE ::= "1636-09-18"
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TIME-OF-DAY

Represents a time in HH:MM: sS. It is transmitted as UTF-8 in BER, CER and DER
encoding.

Listing 4.14: ASN.1 Example of TIME-OF-DAY

1 callTime TIME-OF-DAY ::= "18:30:23"

DATE-TIME

Represents a combination of date and time with a delimiter T in the form
YYYY-MM-DDTHH:MM: SS. It's transmitted as UTF-8 in BER, CER and DER encod-

ing.

Listing 4.15: ASN.1 Example of DATE-TIME

1 callTime DATE-TIME ::= "2000-11-22T18:30:23"

REAL

This is a number with a comma or point between two numbers (ex. 3.14). As you
should know, a computer doesn’t know the concept of complex numbers, but the num-
bers have the possibility to be represented as mantissa*base®™ ™ (314x1072 = 3.14).
This "conversion" of a complex number is also used in the REAL type. Have a look in
the explanation from Yury Strozhevsky.

Listing 4.16: ASN.1 Example of REAL

1 Total ::= REAL

ENUMERATED

It is used to identify items by name rather than by a number from a given choice list.
Note that the names of values always begin with a lowercase letter. It's similar to
INTEGER. The only difference is that an INTEGER can have a state of infinity (Discus-
sion.

Listing 4.17: ASN.1 Example of ENUMERATED

1 CarColors ::= ENUMERATED {black, red, white}
2 myCar CarColors ::= white

OBJECT IDENTIFIER

It is used when you need a globally unique identifier for something. A typical example
of this is a digital certificate. An object identifier value is a list of arcs from the root to
a node in the object identifier tree. Object identifiers are usually abbreviated with
and used in comments or code.

The usage of the in the context of cryptography is to identify the algorithm and
its use. There are many for many objects, for example, with [RSA| The [RSA|
Inc. has a collection for asymmetric cryptography called Public Key Cryptography

Post Quantum Cryptography 40
Isaac Wirth, Marco Zanetti


https://www.strozhevsky.com/free_docs/asn1_in_simple_words.pdf
https://security.stackexchange.com/questions/22586/asn-1-enumerated-vs-integer
https://security.stackexchange.com/questions/22586/asn-1-enumerated-vs-integer

CHAPTER 4. CERTIFICATES

Standard or better known as PKCS. These are organised in different OIDs under the
1.2.840.113549.1.

©1.2.840.113549.1.1 - PKCS-1
©1.2.840.113549.1.3 - PKCS#3
©1.2.840.113549.1.5-RSAIPKCS 5
©1.2.840.113549.1.7 - PKCS-7
*1.2.840.113549.1.9 - PKCS-9 - Signatures

* 1.2.840.113549.1.10 - PKCS#10 - Certification Request Syntax
©1.2.840.113549.1.12 - pkes-12

* 1.2.840.113549.1.15 - PKCS#15 Applicatian Identifier

If we search for the Encryption we have to have a look in PKCS#1
and the unique identifier 1.2.840.113549.1.1 make clear what the usage is. The
description is also given and can be found on the OID infopage.

If you like to explore the tree structure of [OID] we recommend the OID tree from oid-
info.

Listing 4.18: ASN.1 Example of OBJECT IDENTIFIER

1 {Jjoint-iso—-itu-t (2) country(16) us(840) organization(l) }

SEQUENCE

It is used when you have a collection of items to group together.

Listing 4.19: ASN.1 Exmaple of SEQUENCE

1 Contact ::= SEQUENCE {

2 name VisibleString,

3 phone NumericString

4 }

5 driver Contact ::= {name ""J.Smith"", phone ""7325555555""}"

SEQUENCE OF

It is used when you have a list or array of a repeated item.

Listing 4.20: ASN.1 Example of SEQUENCE OF

1 breakTimes SEQUENCE OF TIME-OF-DAY ::= {
2 "10:00:00",

3 "12:00:00",

4 "14:45:00"

5 }
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CHOICE

Used when you have a collection of items for which only one of the items can be
present at a time. This isn’t depending on a single type.

Listing 4.21: ASN.1 Example of CHOICE

1 Location ::= CHOICE {

2 streetAddress Address,

3 intersection Intersection,
4 landmark LandMarkName,

5 gpsCoordinates GpsInfo

6 }

7

meetAt Location ::= landmark: "Statue of Liberty"

IA5String

It is used when you need to use ASCII, including control characters.

Listing 4.22: ASN.1 Example of IA5String

1 TextWithLayout ::= IA5String

VisibleString
It is used when you need to use the subset of ASCII that does not include control
characters.

Listing 4.23: ASN.1 Example of VisibleString
1 LineOfText ::= VisibleString

NumericString

It is used when you need to use only digits and spaces.

Listing 4.24: ASN.1 Example of NumericString

1 LineOfNumbers ::= NumericString

UTF8String Used when you need to handle Unicode characters.

Listing 4.25: ASN.1 Exmaple of UTF8String
1 TextInAnyLanguage ::= UTF8String

NULL It is used when you need a placeholder for which there is no value. Further, it
is often used as an alternative to the CHOICE type or as an optional component of a
SEQUENCE type.
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4.2.2.4 Contraints

Know we know some types usually used for defining a schema. Know there is a
possibility to make more constraints to types. This is usually used if you need to
restrict the values further.

Permitted Alphabet If you like to restrict using certain characters, it is possible to de-
termine specific numbers and letters. Then this makes it possible to make a restriction.
The example only allows 8BI100D5S.

Listing 4.26: ASN.1 Exmaple of UTF8String

1 HardToReadChars ::= IA5String (FROM("8BI100D5S"))

Pattern Usually, there are well-known patterns for different usages. This usually
makes sense, for example, sense for bank account numbers. The example only al-
lows 1234-AB.

Listing 4.27: ASN.1 Exmaple of IA5String with Pattern

1 LicensePlate ::= IA5String (PATTERN "[0-9]#4 (-[A-Z]1#2)?")

Value Size Very often used is the restriction which size of characters, items or other
types should be inserted. SIZE can be either a fixed number or a range. Fixed-size
is a single number like STZE (2), and the range is read by a minimum and maximum
value SIZE (3..9).

Listing 4.28: ASN.1 Exmaple of SEQUENCE with SIZE

1 LicensePlate ::= IALString (SIZE (4..7))
2 CarPark ::= SEQUENCE SIZE (1..25) OF LicensePlate

Value Range A number can also be restricted, like the Value Size. The only thing that
must be inserted after INTEGER iS (numberl. .number?2).

Listing 4.29: ASN.1 Exmaple of INTEGER with value range

1 CarSpeed ::= INTEGER (0..200)

Single Value There is also a possibility to restrict to specific values. It's comparable to
an enum.

Listing 4.30: ASN.1 Exmaple of single value

1 WarningColors ::= UTF8String ("Red" | "Yellow")

2 InfoColors ::= UTF8String ("Blue" | "White")

3 CitySpeedLimit ::= INTEGER (25 | 30 | 40)

4 HighwaySpeedLimit ::= INTEGER (40 | 50 | 60 | 70)

Contained Subtype This is a more advanced restriction. Imagine we have to types

with different colours, the first one contains is an InfoColors andthe second WarningColors.

Now we want to merge these two colours. This is achieved by using UNION.
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Another possibility is to combine two quantities, and only the same values are used.

Listing 4.31: ASN.1 Exmaple of Contained Subtype

1 SignColors ::= UTF8String (InfoColors UNION WarningColors)
2 RuralSpeedLimit ::= INTEGER (
3 CitySpeedLimit INTERSECTION HighwaySpeedLimit)

Containing/Encoded By

This applies to OCTET STRING and is usually used for[OID]to set the prefix or to set a
fixed

Listing 4.32: ASN.1 Exmaple of CONTAINING and ENCODED BY

PerInside ::= OCTET STRING (

1

2 CONTAINING Doc

3 ENCODED BY { joint-iso-itu-t asnl (1)
4 packed-encoding (3) basic(0) unaligned(1l) })
5

6 pdf OBJECT IDENTIFIER ::= { iso (1)

7 member-body (2)

8 us (840)

9 adobe (113583)

10 acrobat (1) }

11

12 Doc ::= OCTET STRING (ENCODED BY pdf)

In this section, we are going to have a look at the current published standard
to show you the recent properties. An later, the last chapter shows you the proposed
Draft for an extension for hybrid certificates.

4.2.3 Structure

Currently, we are on the third version of the [X.509 standard. In this section, we are
discussing the actual standard and why there are missing fields for the transition to
PQC]

First of all, we need to understand the used fields of the certificate. Please note we
are not going through all fields and only covering the relevant parts. For an exact
explanation and further explanation, consult the RFC5280.

To make it simplier to understand the structure of the certificate we made a simplified
version without primitives types or strcutre from ASN.1. [49]
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End-entity certifiactes

Data

Version: 3

Serial Number:
03:04:54:08:£9:££:10:92:e1:69:fe:49:8£:78:d3:6d:dc:47

Serial Number:
03:04:54:08:£9:££:10:92:e1:69:fe:49:8f£:78:d3:6d:dc:47

’ Signature Algorithm: sha256WithRSAEncryption

’ Issuer: C = US, O = Let's Encrypt, CN = R3

Validity
Not Before: Jul 15 08:01:49 2021 GMT
Not After : Oct 13 08:01:48 2021 GMT

’ Subject: CN = *.wikipedia.org ‘

’ Subject: CN = *.wikipedia.org ‘

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)

pub:
04:a5:9a:47:b2:d3:fc:a7:df:de:f6:cb:45:62:0a:
] commoo shorted ------ >

72:a3:41:31:7a
ASN1 OID: prime256vl
NIST CURVE: P-256

X509v3 extensions

X509v3 Key Usage: ...

X509v3 Extended Key Usage: ...
X509v3 Basic Constraints: ...
Authority Information Access: ...

Signature Algorithm: sha256WithRSAEncryption
8e:£4:d1:85:9c:96:e8:63:d0:38:fd:7a:cc:d5:ad:b2:06:b4:
K oomoos gheritee ====== >
23:cd:75:a0

Figure 4.2: X509 End-Entity Certifacte. It's usually used for web servers. Made with
Github and draw.io

4.2.4 Fields

This section gives you a brief introduction to the relevant fields to get a basic under-
standing.

Serial Number

Serials are used to identify a certificate with a unique number. This way, a certificate
easy identified by the given serial number. The also says the serial number has
to be a positive number, and a system must have the capability to handle values above
20 octets.
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Subject Public Key Info

This field is of interest. The actual public key is stored in this section and is relevant
for the migration to the algorithm.

Listing 4.33: X.509 Subject Public Key Info as ASN.1 Notation

1 AlgorithmIdentifier ::= SEQUENCE {

2 algorithm OBJECT IDENTIFIER,

3 parameters ANY DEFINED BY algorithm OPTIONAL
4}

The OIDs for the algorithms are specified in the RFC3279, RFC4055, and RFC4491.

To fully understand the concept behind this field, we are examining the figure[4.2] This
should also help you how the design of an approach could be.

In the figure [4.2] the algorithm is ECDSA and can be identified by id-ecPublicKey.
If we take a closer look in the specification RFC3279 Section 2.3.5 for the [OID)] it is
defined as.

Listing 4.34: X.509 - Subject Public Key Info with ECDSA|OID represented as ASN.1
ansi-X9-62 OBJECT IDENTIFIER ::=

1

2 { iso (1) member-body(2) us(840) 10045 }

3 id-public-key-type OBJECT IDENTIFIER ::= { ansi-X9.62 2 }
4 id-ecPublicKey OBJECT IDENTIFIER ::= { id-publicKeyType 1 }

And this is acually the 1.2.840.10045.2.1..

The standard also includes the values needed for a mathematical calculation for veri-
fication. But first, we are looking closer in the standard, what’s defined for ECDSAL

Listing 4.35: X.509 Subject Public Key Info with ECDSA| OID represented as ASN.1

1 EcpkParameters ::= CHOICE ({

2 ecParameters ECParameters,

3 namedCurve OBJECT IDENTIFIER,

4 implicitlyCA NULL

5 }

6

7 ECParameters ::= SEQUENCE ({

8 version ECPVer, —-— version 1is always 1

9 fieldID FieldID, —— identifies the finite field over
10 —— which the curve is defined

11 curve Curve, —— coefficients a and b of the

12 -— elliptic curve

13 base ECPoint, -- specifies the base point P

14 —— on the elliptic curve

15 order INTEGER, —-—- the order n of the base point

16 cofactor INTEGER OPTIONAL -- The integer h = #E(Fq)/n
17 }
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18

19 ECPVer ::= INTEGER {ecpVerl (1)}

20

21 Curve ::= SEQUENCE {

22 a FieldElement,

23 b FieldElement,

24 seed BIT STRING OPTIONAL }
25

26 FieldElement ::= OCTET STRING

27

28 ECPoint ::= OCTET STRING

The curve parameter are depending CHOICE and are described as follow.

Choice Description

ecParameters The parameters are user defined and
can derivate from recommendations.

namedCurve This are parameters indentified by a
o)

implicitlyCA The parameters for the curved are in-
herted from the parent certificate.

Table 4.1: X.509 - Subject Public Key Info - Fields

Extensions

Extensions are only available in[X.509|v3 and has extensions defined in the RFC5280
section 4.2.1. These are organised with[OID]in a SEQUENCE. Additionally, each exten-
sion is designed to be critical or non-critical. If a system using the X509v3 certificates
encounters an extension, it must proc contain information. Critical extensions are
mandatory to proceed. Otherwise, the certificate is rejected. A non-critical extension
also has to be procced, but only if recognised by the system.

The standard also provides a list of defined extensions and have a prefix [OID] of 2.5.29.
Here are some common extensions and full list is defined in the RFC5280 section 4.2.1
The table shows some common extensions used in certificates.

Certificate Signature

Each certificate is signed by the "parent” certificate the [CAlL We now give you a short
introduction to singing to understand the ingredients needed.

The first thing we need is a possibility to make a unique key of the certificate depending
on the content. Therefore a Hashing-algorithm is a right choice.

A hash function is a mathematical function that converts a numerical input value
into another compressed numerical value. The input to the hash function is of
arbitrary length but output is always of fixed length. Values returned by a hash
function are called message digest or simply hash values.
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Extension

Description

Authority Key Identifier

Each certificate has a Subject Key Iden-
tifier and a certificate has to be signed by
a authority private key. This field is used
to identify this private key/certificate.

Subject Key ldentifier

This Identifier is used as a unique key for
each certificate. The value is genereates
from the public key, the first method is
a 160 bit of BIT STRING sub-
jectPublicKey and the second method is
composed of a four-bit type field with the
value 0100 followed by the least signif-
icant 60 bits of the [SHA[l hash of the
value of the BIT STRING subjectPub-
licKey

Subject Alternative Name

This is usually used to bind the certificate
to alternative resources such as Email,

DNS [IP]or [URI,

Key Usage

This extension defines the purpose of
the certificate, this could be certificate
singining, digital singing, non repuda-
tion, data encipherment, key encipher-
ment, key agreement, CRL signing, en-
cipher only or decipher only. A de-
tailed explanation can in RFC5280 sec-
tion 4.2.1.3

Table 4.2: X.509 - Common Extensions
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The follwing figure show you how this mathematical function basically works. The
text "lt's a sunny day" has a unique hash and could be used as ungiue identifier.

cryptographic

hash function 7ef1b44...b2a0c3

Itsasunnyday ——>»

Figure 4.3: Simplification of a cryptographic hash algorithm

Currently, there are these cryptographic hash algorithms / One-Way Hash Functions
referred by RFC5280. The algorithms are listed in the RFC3279 section 2.1, RFC4055
section 2.1/and RFC4491 section 2.1.

- MD2

- MD5

- [SHA!

- [SHAR24

- [SHAR56

- [SHAB84

- [SHAb12

« GOST R 34.11-94

The next step is to make sure the [CA has signed the digital signature. The CAs private
key is used to encrypt the hash of the digital certificate. The client only hashes to
decrypt the signature and compare the generated hash with the decrypted hash to
validate the subject certificate.

The figure [4.4] shows how the text "It's a sunny day" is signed.

private key

. cryptographic cryptographic
It's a sunnyday —>» hash function —> hash function —>» 8d6ba5...39c454

Figure 4.4: Simplification of a singing

The following singing algorithms are referad by RFC5280. The algorithms are listed in
the RFC3279 section 2.1, RFC4055 section 2.1 and RFC4491 section 2.1.
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+ RSA

« DSA

ECD Elliptic Curve Digital
RSASSA-PSS

GOST R 34.10-94

GOST R 34.10-2001

Because of the combination of singing algorithms and hash algorithms, there is the
field signatureAlgorithm. shows that the algorithm is defined as a[OID] with addi-
tionally parameters.

Listing 4.36: ASN.1 - X.509 - signatureAlgorithm

1 AlgorithmIdentifier ::= SEQUENCE {

2 algorithm OBJECT IDENTIFIER,

3 parameters ANY DEFINED BY algorithm OPTIONAL
4}

A example is is1.2.840.113549.1.1.5 with [SHAl1 and [RSA|

The value of the signature calculation is stored in the Signature field. Figure has
the signature on the bottom.

4.3 Approaches

At the moment of writing, there is no standard for the transition of digital certificates.
Therefore, we provide you with some guidance in the direction the transition could go
and the approaches for transition to new quantum-safe certificates.

First, we give you an overview of the design requirements for the new certificates, and
afterwards, we show you some approaches shown from different sources.

4.3.1 Design considerations

For developing the new certificates, we first have to think about the design require-
ments. Let’s begin with the devices that use the certificates.

There are systems out there that are no longer supported by the manufacturer or po-
tentially new devices without post-quantum algorithms. Therefore Backwards-Compatibility
is one of the most important requirements when designing the new certificate.

There are three possible scenarios if we take a client-server architecture as an exam-
ple. We are using the term "hybrid-aware" for denoting a client or server that can use

a[PQC]algorithm. [52]
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1. Hybrid-aware client, hybrid-aware server: These parties should negotiate and
use hybrid modes.

2. Hybrid-aware client non-hybrid-aware server: These parties should negotiate a
traditional (non-PQ) cypher suite (if the hybrid-aware client is willing to down-
grade to traditional-only).

3. Non-hybrid-aware client, hybrid-aware server: These parties should establish a
traditional (non-PQ) cypher suite (if the hybrid-aware server is willing to down-
grade to traditional-only).

We also have the problem of a transition time, which means the point when a solution/-
standard is published and approved until it's implemented and functional. That means
there is a need for pre and post-quantum cryptographic algorithms. This time makes
it's difficult for a traditional certificate (RFC5280) to be used because its design only
supports one public/private key and one signature. It further means we need two or
more algorithms for the transition time.

If we are talking about a hybrid certificate in general, there are some questions we are
faced with. NIST has thankfully already made some considerations and came up with
these questions. [52]

1. How to negotiate the use of hybridization in general and component algorithms
and parameters specifically?

2. How many component algorithms can be combined?

3. How should cryptographic data from multiple algorithms (public keys/ciphertexts/sig-
natures) be conveyed?

4. How should cryptographic data from multiple algorithms (e.g., shared secrets)
be combined?

Negotiation
There different protocols that agree to a certain algorithm to use. If we take a TLS as
a example the negotiation takes place by sending a list of supported algorithms. Also

see figure[4.5
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Client Server
Cli
W 1. Client sends 256-bit random number R, and supported
serverHello ciphers
/// 2. Server sends 256-bit random number R, and chosen
cipher
/W 3. Server sends certificate
ServerKeyExcmange 4. DH: Server sends {g,p, g* mod p}z1
gerverHellobone 5. Server signals end of handshake
. . H b
ChentKeyExc;hange 6. DH: Client sends ¢’ mod p

Client sends {PS}k......

Client and server derive cipher keys C,, C, and integrity
% keys I,, I, from Ry, R,, PS

7. Client sends MAC(dialog, I,)

.o d
ChangeC'lpherSpeC’ Finishe 8. Server sends MAC(dialog, I,)

Application Datq

_ t 9. Client data takes the form {A;, MAC(M;, I) }¢,
Application Data 10. Server data takes the form {M,y, MAC(Ms, 1) } o,

Figure 4.5: TLS 1.2 Handshake

Number of component algorithms
Currently, the X.509 standard only supports one algorithm and one signature; also see
4.2 For the transition, it is needed to have two or more algorithms supported.

Convey cryptographic data

For a system with multiple cryptographic techniques, the data must be sent on the pro-
tocol layer or inside a certificate. The first has to make changes in the existing proto-
cols. For example, TLS supports extensions inthe ClientHello and ServerHello,
but other messages do not. Another option is to concatenate the multiple algorithms
into the existing message structure. The second option requires no change in the pro-
tocol format or logic. Therefore it’s simpler and has better backwards compatibility.

Combine cryptographic data

Besides the support for two or more algorithms, there also have to be a solution for
encryption data using these algorithms. How should a secure connection be estab-
lished?

« Choose one algorithm from the certificate and ignore the others.

« Combine the keys securely.
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4.3.2 Hybrid Certificates

The approach is from A. Truskovsky and has the idea of embedding an alternative
algorithm and signature to an existing certificate. [53]

We now go into a deeper level to understand the changes made based on the RFC5280.

4.3.2.1 General idea

As you can see from the [4.6]the certificate has two additional fields. The idea is to add
three fields in the extensions. That way, a client that is a hybrid-aware client and server
can establish a post-quantum safe connection. The elements are all already present
in the RFC5280 and are reused with this approach.

In the next part, we will look closely at the new extensions of this approach.

Subject Alt Public Key Info Extension

This extension is equal to the Subject Public Key Info from the RFC5280, and the only
change is the position in the structure.

Listing 4.37: Hybrid Certificates Subject Alt Public Key Info Extension

1 SubjectAltPublicKeyInfoExt ::= SEQUENCE {

2 algorithm AlgorithmIdentifier,
3 subjectAltPublicKey BIT STRING

4 1}

Alt Signature Algorithm Extension

Also, the Signature Algorithm is embedded as an additional extension.

Listing 4.38: Hybrid Certificates Alt Signature Algorithm Extension

1 AltSignatureAlgorithmExt ::= AlgorithmIdentifier

Alt Signature Value Extension

Listing 4.39: Hybrid Certificates Alt Signature Value Extension

1 AltSignatureValueExt ::= BIT STRING

If the above extensions a new certificate structure could look like in the figure [4.6]
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X.509 with Hybrid

Data

Version, Issues, Validy, Subject...

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)

Modulus:
00:c0:¢7:01:36:7f:b9:£f9:fc:12:af:7£:41:9d:02:
< —--m—- shorted ------ >

72:€1:17:15:35:7a:05:d7:30:9d
Exponent: 65537 (0x10001)

X509v3 extensions

X509 Basic Containts, X509v3 Key Usage...

Alt Signature Algorithm Extension: gteslal

Alt Signature Value Extension:
Signature Algorithm: gteslal
Signature dump:
87:1¢c:53:21:29:f0:03:e7:57:c2:ef:8f:4d:
€ ====== shorted --————- >
63:c0:8a:f5:50:62:85:c8

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:

pub:
e3:ac:19:97:35:96:75:28:07:23:fl:cl:eb:cb:da:
< -mm——- shorted ------ >
1f:2c:00:e0

Signature Algorithm: sha256WithRSAEncryption
47:f0:8a:2c:1b:9f:ff:1d:fb:38:19:f4:14:54:32:9c:9b:6f:
€ o==m=== shorted - -——-- >
e7:bb:97:a5:b5:55

Figure 4.6: X509 Hybrid Certificate. Made with GitHub and diagrams.net
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4.3.2.2 Generation

The generation of a certificate in general in two steps. First, a PreTBSCertificate
is signed with the alternative signature algorithm and then added as an extension. The
second step is to convert the PreTBSCertificate to @ TBSCertificate with the
alternative signature and signed with the traditional algorithm.

Figure [4.7|show how the certificate is generated.

The steps can be summaries with the following steps from the [53] draft.

1. Create aPreTBSCertificate object, which is populated with all the data to be
signed by the alternative private key, including the subjectAltPublicKeyInfoExt
and AltSignatureAlgorithmExt extensions. (figure [4.7]left)

2. Calculate the alternative signature on the DER encoding of the
PreTBSCertificate, using the Issuer’s alternative private key with the algo-
rithm specified in the A1t SignatureAlgorithmExt extension. (figure[4.7|left)

3. Add the calculated alternative signature to the PreTBSCertificate object us-
ing the A1t SignaturevalueExt extension. (figure 4.7/ middle)

4. Convertthe PreTBSCertificate toa TBSCertificate by adding the signa-
ture field and populating it with the algorithm identifier of the conventional algo-
rithm to be used to sign the certificate. (figure [4.7] middle)

5. As per [RFC5280], calculate the conventional signature using the conventional
private key associated with the Issuer’s certificate and create the certificate from
the tbsCertificate, signatureAlgorithm and signature. (figure
right)
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Generation

PreTBSCertificate

TBSCertificate

X.509 with Hybrid

Data

Data

Data

Version, Issues, Validy, Subject...

Version, Issues, Validy, Subject...

‘ Version, Issues, Validy, Subject...

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)

Modulus:
00:c0:c7:01:36:7£:b9:f9:fc:12:af:7£:41:9d:02:
< —mmme- shorted ------ >

72:e1:17:15:35:7a:05:d7:30:9d
Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit

Modulus:
003ecWse?eils3ee gl fefesilZeaits 7iEgdil sCelabs
< mmmmmm shorted ------ >

T2aeilalTeilEs3537a3055el7 530 Cel
Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)

Modulus:
00:c0:c7:01:36:7f:09:£9:fc:12:af:7£:41:9d:02:
< ------ shorted ------ >

T2l gll7eil533537230586!7 530 el
Exponent: 65537 (0x10001)

X509v3 extensions

X509v3 extensions

X509v3 extensions

‘ X509 Basic Containts, X509v3 Key Usage...

‘ X509 Basic Containts, X509v3 Key Usage...

‘ X509 Basic Containts, X509v3 Key Usage...

‘ Alt Signature Algorithm Extension: gteslal

‘ Alt Signature Algorithm Extension: gteslal

‘ Alt Signature Algorithm Extension: gteslal

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:
pub:
e3:ac:19:97:35:96:75:28:07:23:fl:cl:e6:cb:da:

1f:2c:00:e0

Alt Signature Value Extension:
Signature Algorithm: gteslal
Signature dump:
§7/31le3 53321 329300337357 seZ @i g i gdlely
{ ====== gheriiee ======
63:c0:8a:£5:50:62:85:c8

Alt Signature Value Extension:
Signature Algorithm: gteslal
Signature dump:
©731le3 35821 8295080387 2 5T eEZp@E 3 E)iE g dlelg
z = - shorted - ==
63:c0:8a:£5:50:62:85:¢c8

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:

pub:

1f:2c:00:e0

e3:ac:19:97:35:96:75:28:07:23:fl:cl:eb:cb:da:

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:

€:19:97:35:96:75:28:07:23:fl:cl:eb:cb:da:
——- shorted -----—- >
1£f:2c:00:e0

Signature Algorithm: sha256WithRSAEncryption
ATgElgEme2egilsy g T gilelz Mo Jegilts Tagild e B 323 Bes Ung (it g
< ------ shorted ------ >
e7:bb:97:a5:b5:55

Figure 4.7: X509 Hybrid Certificate Generation. Made with GitHub and diagrams.net
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4.3.2.3 Verificaiton

The verification of the certificate is an interesting part because this makes the back-
wards compatibility. A software verification component should scan the certificate for
alternative algorithms. If so, it should verify the alternative also.

This extra step let’s decide the software it the extra verification takes place.
The verification is presented in the figure [4.8]

The steps to verify a signature are as follow as present in the [53].

1. ASN.1 DER decode the tbsCertificate field of the certificate to get a
TBSCertificate object. (figure[4.8|left)

2. Remove the AltsSignaturevValueExt extension from the TBSCertificate
object and set aside the alternative signature. (figure left)

3. Remove the signature field from the TBSCertificate object, converting it to a
PreTBSCertificate object. (figure4.8 middle)

4. ASN.1 DER encode the PreTBSCertificate object. (figure 4.8 middle)

5. Using the algorithm specified in the AltSignatureAlgorithmExt extension
of the PreTBSCertificate, the alternative public key from the Issuer’s
SubjectAltPublicKeyInfoExt extension and the ASN.1 DER encoded
PreTBSCertificate, verify the alternative signature from (2). (figure [4.8|right)
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Verification

X.509 with Hybrid

TBSCertificate

PreTBSCertificate

Data

Data

Data

Version, Issues, Validy, Subject...

Version, Issues, Validy, Subject...

‘ Version, Issues, Validy, Subject...

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)
Modulus:
sfcil2:af:7£:41:9d:02%
>
72:el:17:15:35:7a:05:d7:30:9d
Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)

7:01:36:7f:b9:f9:fc:12:af:7£:41:9d:02:

- shorted ------ >
72:el:17:15:35:7a:05:d7:30:9d

Exponent: 65537 (0x10001

Signature Algorithm: sha256WithRSAEncryption

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (3072 bit)

Modulus:
00:c0:c7:01:36:7£:b9:f9:fc:12:af:7f:41:9d:02:
< ------ shorted ---- >
72:el:17:15:35:7a:05:d7:30:9d

Exponent: 65537 (0x10001)

X509v3 extensions

X509v3 extensions

X509v3 extensions

‘ X509 Basic Containts, X509v3 Key Usage...

‘ X509 Basic Containts, X509v3 Key Usage...

‘ X509 Basic Containts, X509v3 Key Usage...

‘ Alt Signature Algorithm Extension: gteslal

‘ Alt Signature Algorithm Extension: gteslal

‘ Alt Signature Algorithm Extension: gteslal

Alt Signature Value Extension:
Signature Algorithm: gteslal
Signature dump:
B7:1leg53eA1s203E03033@7 BT seZ2 @i gt e daly
< --———- shorted ------ >
63:c0:8a:£5:50:62:85:c8

Alt Signature Value Extension:
Signature Algorithm: gteslal
Signature dump:
§7elleg 358213220203 2c7 357 32 8@E8iEs4clg
R} === shorted ------ >
63:c0:8a:£5:50:62:85:¢8

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:
pub:
@33a@e 8878353062 75826807 3238l s@ll sebselnscas

1£:2c:00:e0

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:

pub:

1£:2c:00:e0

Subject Alt Public Key Info Extension:
Public Key Algorithm: gteslal
gteslal Public-Key:

pub:
e3:ac:19:97:35:96:75:28:07:23:fl:cl:e6:cb:da:
€ o=o=em shorted ------ >
1£:2c:00:e0

e3:ac:19:97:35:96:75:28:07:23:fl:cl:eb:cb:da:

Signature Algorithm: sha256WithRSAEncryption
47:£0:8a:2c:1b:9f:ff:1d:fb:38:19:£4:14:54:32:9c:9b:6f
< —----= shorted ------ >
e7:bb:97:a5:b5:55

Figure 4.8: X509 Hybrid Certificate Verification. Made with GitHub and diagrams.net

S31vOIdI1d30 ¥ 431dVHO


https://GitHub.com/cutmal/drawio-charts/tree/main/SA

CHAPTER 4. CERTIFICATES

4.3.2.4 Properties

In the following section, we are discussing how the [crypto agility properties| can be
applied to this approach.

Extensibility A certificate has a design limit of two certificates but can use more
than only one algorithm.

Removeability Existing algorithms can only be made invalid in a certificate. This
is achieved by the expiration date or revoked with by a[CLR]

Fungibility This approach doesn’t change the properties of the X.509 certificate.
After the NIST candidate selection has been finished, a new algorithm ID or [OID]
are created.

Interoperability This approach doesn’t change the properties of the X.509 cer-
tificate.

Updateability A client can update to new algorithms if supported, but there is
also the possibility to use the old algorithms.

Flexibility The new algorithm is by design not relying on the traditional algo-
rithms.

Compatibility The certificate only can provide information about the algorithm
and the parameters. The compatibility of the certificate depends on the software
component that has eighter the ability to use a traditional certificate or hybrid
certificate.

Reversibility The structure of the certificate certainly gives this. A client that fails
to use the alternative certificate can use the old algorithm.

Transition Mecahnisms The software has to provide a new component for the
extraction of the alternative cryptographic material. The hybrid certificate only
provides de necessary parameters for the implemented algorithms on the client.

Backards Compability Legacy systems or not yet upgraded systems can use
the old way of verification. The change in the X.509 structure should have little ef-
fect on the verification components. Thus the client has to ignore the extensions
and proceed with the known field.

4.3.3 Composite Certificates

The following possible solution is based on the draft from M. Ounsworth and subdi-
vided in the definition for the public, and private key [54], and for the signature, [55]
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4.3.3.1 Genereal idea

The idea of this draft is to have more than two algorithms in a certificate. For public
key, private key and signature, this also means we need to identify the pairs.

Unfortunately, the draft doesn’t include how to implement this in the existing certificate
structure, but we could assume it is included as the hybrid certificate approach as an
extension.

The [54] has the definition for the public and private keys. So by that, we will only look
further in the public key.

For the Public key, Private key and signature, we need a structure for multiple fields.
Therefore, we will use the SEQUENCE OF with a minimum of two algorithms to use.

The next question is verifying the signature with those algorithms included. The draft
states that we could check only specific (Composite-OR Public Key) or all (Composite
Public Key) algorithms.

The drafts show the following structure for composite certificates in figure 4.9

sa-CompositeSignature

{ id-alg-composite F

CompositeParams

Signature Algorithm: sha256WithgteslalEncryption

Signature Algorithm: sha256WithFALCONEncryption

Signature Algorithm: sha256WithRSAEncryption

Signature Algorithm: sha256WithqCRYSTALSDILITHIUMEncryption

Mode AND
(Composite Public Key)

pk-Composite

% id-alg-composite F’

Mode OR
(Composite-OR Public Key)

CompositeSignatureValue

Subject Public Key Info:

N . The generation of
Public Key Algorithm: gteslal

All signatures are signatures can either be

<algorithm parameters>

generates the signature value or
. n null
Subject Public Key Info:
Public Key Algorithm: FALCON
<algorithm parameters>
Subject Public Key Info:
Public Key Algorithm: Rainbow
All signatures are <algorithm parameters> The verificaﬁion can use
e on the the signatures for
verified . C e
Subject Public Key Info: verificaiton

Public Key Algorithm: CRYSTALS-DILITHIUM
<algorithm parameters>

PRIVATE-KEY CompositePrivateKey

CompositeParams

rh

<signature value of sha256WithqgteslalEncryption>

h

<signature value of sha256WithFALCONEncryption>

Fh

<signature value of sha256WithRSAEncryption>

=,

<signature value of sha256WithqgCRYSTALSDILITHIUMEncryption>

Figure 4.9: Composite Certificate. Made with |GitHub and diagrams.net

Composite Keys
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We first need a structure for the public and private keys. As mentioned above, this
approach has two modes, the AND and OR. Here we give you more details about
these Modes.

AND mode requires to use of all certificates, and devices must support all algorithms
in the certificate. This could be very interesting for use cases with high confidentially
or integrity requirements.

OR mode only uses a subset of algorithms in the certificate. Also, the processer of
generating signatures doesn’t require using all keys. This is more interesting for use
cases in which devices only support fewer algorithms than present in the certificate.
"The design intent of this mode is to support migration scenarios where an end en-
tity has been issued keys on algorithms that either itself or the peer with which it is
communicating do not (yet) support. This design allows for both the mode where the
site signatures that it knows its peer cannot process in order to save bandwidth and
performance and the mode where it includes all component signatures and allows the
verifier to choose how many to verify." [55]

The defined structure in the draft has the id-alg-composite that defines the mode of
the certificate and how generation and verification are done. CompositePublicKey and
CompositePrivateKey are SEQUENCES of a minimum of two algorithms used, As you
see below, both keys are using the already defined structure (SubjectPublicKeyInfo
and oneAsymmetricKey) from the RFC5280. The benefit of using the existing struc-
ture is, only the location of keys are changed, and old/legacy/alternative algorithms
can be used.

It's also essential to have the proper order in CompositePublicKey and
CompositePrivateKey. This means, for example, the first private key and public
key have to be the same algorithm, The second private and public keys are from the
same algorithms and so forth.

Figure illustrates the process of generation and verification.

Listing 4.40: Composite Certificate Keys

pk—-Composite PUBLIC-KEY ::= ({
IDENTIFIER id-alg-composite
KEY CompositePublicKey
PARAMS ARE absent
PRIVATE-KEY CompositePrivateKey
}

0 N OO O A W N =

CompositePublicKey ::= SEQUENCE SIZE (2..MAX)
OF SubjectPublicKeyInfo

-
- O ©

CompositePrivateKey ::= SEQUENCE SIZE (2..MAX)
OF OneAsymmetricKey

-
N

Composite Signature

For the generation of the signature is the public key needed of the parent certificate.
The first is the mode; therefore, we need to define the id-alg-composite. The next
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thing is the signatures values CompositeSignatureValue and signatures parameters
CompositeParams. The order of the SEQUENCE depends on the algorithms defined
in the public keys CompositePublicKey. Therefore we need to have the same
order. Otherwise, the process of generation and verification fails. We also include
pk—Composite with the key material.

Listing 4.41: Composite Certificate Signature

sa—-CompositeSignature SIGNATURE-ALGORITHM ::= ({
IDENTIFIER id-alg-composite
VALUE CompositeSignatureValue
PARAMS TYPE CompositeParams ARE required
PUBLIC-KEYS { pk-Composite }
SMIME-CAPS { IDENTIFIED BY id-alg-composite } }

}

0 N OO O A WD =

©

CompositeParams ::= SEQUENCE SIZE (2..MAX)
OF AlgorithmIdentifier

[ —
N = O

CompositeSignatureValue ::= SEQUENCE SIZE (2..MAX)
OF BIT STRING

=
w

4.3.3.2 Generation

The generation of the keys depends on the mode is operating. As mentioned above,
the algorithms can operate either in OR or AND mode. The only main difference be-
tween the two- modes in the generation of the signature is that OR can skip signatures,
and AND has to generate all.

If we take a look at the figure above, we can see in the process of generation of
signatures.

As we know from a traditional generation, we apply an algorithm to generate signatures
from the private key and message. We don’t do it for one algorithm but several different
ones. The pictures also show two methods of generation of the signature. The first is
the AND mode, and the second is the OR mode. Both modes are working in the same
way, and the difference is the OR mode outputs either null or a signature value.

The algorithms are processed as a queue, and orders in the SEQUENCE present.

For a more technical explanation, the draft provides an enhanced introduction and
explanation of implementation in Section 3.1 and ' Section 3.2.

4.3.3.3 Verification

The verification of the signatures are present in the under part of the Figure
and has two modes. Depending on our mode, the first process AND is processed,
otherwise OR.

Post Quantum Cryptography 62
Isaac Wirth, Marco Zanetti


https://datatracker.ietf.org/doc/html/draft-ounsworth-pq-composite-sigs-05#section-3.1
https://datatracker.ietf.org/doc/html/draft-ounsworth-pq-composite-sigs-05#section-3.2

CHAPTER 4. CERTIFICATES

The ingredients needed for verification are the public key gained from the signature
of the parent certificates, signatures from the certificate to check and the algorithms
used for verification. These are in both modes processed as queue and in the same
order processed as present in the SEQUENCE.

The verification in the AND mode has to verify all actual signatures. Otherwise, it will
be in an invalid state. In comparing the OR mode, only one or a few signatures have
to pass the verification.

Generation
g Private keys P4 P3 P2 Pl
] .
= S4 S3 S2 S1 Signatures
a
5 Message/Certificate
g Private keys P4 P3 P2 Pl
] NULL|| S3 ||NULL| s1 Signatures
o
o Message/Certificate
Verification
Public keys P4 P3 P2 Pl
/—> Invalid signature
. nvalid
g Signatures S4 S3 S2 S1
]
=
)
E Algorithms Ad A3 A2 Al
\\—> Valid signature
Message/Certificate
Public keys P4 P3 P2 Pl
/—> Invalid signature
. nvalid
o) Signatures NULL S3 NULL Sl
[a]
]
=
o
O | Algorithms A4 A3 A2 Al
k) Valid signature
Message/Certificate

Figure 4.10: Composite Certificate. Made with GitHub and diagrams.net

4.3.3.4 Properties

In the following section, we are discussing how the properties from 5.2 can be applied
to this approach.

+ Extensibility The ability in the OR mode makes it possible to add more algo-
rithms or to remove some. The AND mode has to process all algorithms. This
could make it more complex.
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* Removeability Some algorithms can be removed from the sequences or can be
nulled in the OR mode.

» Fungibility The replacement of the algorithm could be performed by adding the
new algorithm and nullifying the signature.

+ Interoperability A software component can choose an algorithm in the OR mode
for verification.

» Updateability The replacement of an algorithm can be achieved by using an
adding the new algorithm and removing the old.

« Compatibility By running in the OR mode, the software can choose which algo-
rithm have to be verified; this also depends on the policy that is the certificate.

* Reversibility Unfortunately, the draft don’t provide any information on how it’s
implemented in the current X.509 certificate structure.

» Transition Mecahnisms The software has to provide a new component for the
extraction of the alternative cryptographic material. An update of the software is
certainly necessary.

« Backards Compability Currently, there is too little information available to make
a clear statement of how it is implemented in the current X.509 certificate struc-
ture.

4.3.4 Parallel Hierachie

Another approach is to use two PKI systems with the currently standard RFC5280. The
idea is that one PKI uses a traditional algorithm and another uses only post-quantum
safe algorithms. This means that each end-entity has two certificates, one for each
hierarchy.

The idea is illustrated in Figure |4.11] The traditional certificate can be run until it is
broken. The Post-quantum certificate to this point is optionally verified.
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Parallel Hierarchie
Traditional Algorithms ' Post-Quantum Algorithms
Root CA : Root CA
Intermedia CA Intermedia CA
Issueing CA-1 Issueing CA-2 ' Issueing CA-1 Issueing CA-2
Web Server elD
Client

Figure 4.11: Parallel PKI Hierarchie. Made with GitHub and diagrams.net
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4.4 Conlusion

The structure of the certificates is a crucial factor for migration to new algorithms and
transition time. Some systems adapt fast to new changes because of companies’
updated strategies, and there are, of course, legacy systems. And one of the widely
used structures is certificates, which is used almost in every modern system
or in protocols, such as HTTPS, S/MIME or elDs. This means that after the quantum
computer time comes, the algorithms behind are broken, and an alternative way has
to be already to make a fast switch to the post-quantum safe word. This is where
the design of the is limited and has to be changed with different presented
approaches.

The first section of this chapter gives you an introduction to X.509 and makes a deep
dive into[ASN.1]to fully understand it. This extensive tutorial into[ASN.1]gives you more
information than needed for the following chapters cause of the lack of experience
with it and to understand future standards. There is an expectation of the certificates
from different sources with multiple algorithms and signatures, but there is also the
possibility of parallel PKI hierarchies. The first approach presented is using exactly
two algorithms in a certificate. This is easily implemented by using the extension field
from the [X.509 version 3. Therefore this has highly backwards compatibility for legacy
systems. The second approach is a composite certificate containing two or more
algorithms. Fortunately, the draft doesn’t provide any information on how to implement
in the existing structure of a [X.509, but we can expect that either the design of the
official standard changes or the extension fields are used. The least is a combination
with the first approach, with multiple algorithms being used. Last but not least, the
parallel hierarchies have the idea of using two PKI systems and providing end-entities
with two independent certificates. Each of these approaches has its advantages and
disadvantages. is shown in the table [4.3] The table was taken from this source
[56] and supplemented with our information.

The presented approaches show ways how to address the problem for multiple cer-
tificates. We can clearly say there has to be the adoption in the used libraries and
software used in today’s software. It's also to be expected that a change is made in
the structure of the [X.509] version 3, because of the importance of backwards compat-
ibility.
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Table 4.3: Comparision of approaches

Approach

Advantages

Disadvantages

Quantum-safe certificates

Only few changes
of standards and
applications/devices[56]
Only moderate increase
of certificate size[56]
Hardly any changes
need to be made to
the system, only the
algorithms need to be
supported.

» Abrupt migration for all

applications at the same
time[96]

No fall back in case
security or implementa-
tion issues are discov-
ered for quantum-safe
algorithms in the future
[56]

All systems have to sup-
port the algorithm im-
meditaly

Should there be another
incident in the future, the
same thing will have to
be migrated again.

Hybrid certificates

Smooth transition
to guantum-safe
certificates[56]

Combines security of
pre- and post-quantum
algorithms[56]

Legacy systems have
still the possibility to
support traditional algo-
rithms

The changes in the soft-
ware is can take place in
later or erleay phase, if
the extensions field are
used.

Needs changes of
standards (e.g. RFC
5280) to store and verify
two signatures and
two public keys in a
certificate[56]

Size of certificates
increases[56], this is
depending on the algo-
rithms beeing used.

The complexity in ver-
ification and generation
has the risk of more
bugs, depending on the
developer

Continued on next page
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Table 4.3 — continued from previous page

Approach

Advantages

Disadvantages

Composite Certificates

« Combines security of
pre- and post-quantum
algorithms[56]

» The use of multuple al-
gorithms has the abbil-
ity to deliver different al-
gorithms and signature,
depending on the type of
the device (loT)

 The mode AND could
make a connection more
secure, because of the
multiple vertification of
the signatures.

* Abrupt migration for all
applications at the same
time[56]

* Needs changes of stan-
dards (e.g. RFC 5280)
for two signatures and
two public keys in a
certificate[56]

« Size of certificates in-
creases the most[56]

* Implemetation is very
complex

Parallel hierarchies

* Only few  changes
of standards and
applications/devices[56]

« Smooth transition
to quantum-safe
certificates[56]

* Only moderate increase
of certificate size[56]

* PKl software needs to
be changed to manage
parallel hierarchies[56]
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5 Crypto Agility

As mentioned above, NIST is currently doing a challenge for new algorithms, for a
replacement for [RSA| and ECC]| based Algorithms. This transition of new algorithms
has always been a challenge, for example, DES to AES.

In 1970 the Nation Bureau of Standards (NBS), now says NIST, needed a standardized
way for secure and confidential interagency communication. After discussing if the
INSA| and two tender DES was finally published in the Federal Register in 1975 and
became the official standard in 1976. After almost 20 years in operation, the algorithms
were broken in June 1997 in the DESHALL project and July 1998 deep crack. [57]

Therefore a new algorithm was needed, and the U.S. Department of Commerce wrote
out a search for a new successor, algorithms and the final algorithm was released 12.
In September 1997, the algorithm Rijndael was selected and released as
[Encryption Algorithm| (AES). [58]

The problem now is that software vendors have to adapt their software to be safe again.
Imagine an ERP system that is used in different companies in different versions. The
newest version of the software has the [AES| implemented, but also DES to be able
to support older versions of the system. The Backward Compatibility makes the
software able to communicate with older components. Software is, of course, also
faced with other problems. We show this in the following sections.

5.1 Definition

"Crypto-agility, or cryptographic agility, is the capacity for an information security sys-
tem to adopt an alternative to the original encryption method or cryptographic primitive
without significant change to system infrastructure." [59]

This also means a system is capable of dealing with new algorithms and has the
possibility to change cryptography in a fast way.

5.2 Properties

Properties such as confidentiality, integrity, availability, etc. are assigned to crypto-
graphic algorithms. The same way [60] proposes the following properties to cryptop

agility.
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 Extensibility It should be possible to extend a protocol or software with a new
algorithm. It is hard to implement other algorithms and ensure the protocol or
software can operate normally.

Example The X.509 can use other algorithms (Algorithm-ID)[61]

» Removeability The ability to remove cryptography systems that are known as
insecure. If we look at the past, other algorithms such as RC4, MD5, DES, etc.,
are still in use today.

» Fungibility is the ability to replace an algorithm easily.

Example As noted above, the X.509 digital certificate has an Algorithm-ID. Only
that has to be changed to use another algorithm. [61]

* Interoperability means that some solutions must interoperate between indepen-
dent implementations based purely on the information provided in the specifica-
tion. Ideally, it is to select the same algorithms and suites for different protocols.

» Updateability The development of software components is often associated with
software flaws and bugs. This also means software must be able to update itself
soon. A patch or update is available. In cryptography, this means an unsecured
or flawed algorithm can be fixed/replaced.

This also means a capability to update must also ensure compatibility. "In other
words, new software modules and patches should be able to operate on the
same hardware as the replaced software."

Example The OpenSSL Version 1.0.1 to 1.0.1f had a severe program error, also
known as Heartbleed. The vulnerability manipulated the Heartbeat protocol. The
result was accessed and read of the memory [62].

* Flexibility Means an implementation can flexibly change the underlying algo-
rithm.

Example For a hardware implementation, a is a possible solution, in con-
trast to an ASIC (Application-specific integrated circuit). [63]

» Compatibility Changes or replacements of an algorithm should run with the
used components. Therefore it is recommended to test with different hardware
and software components.

+ Reversibility In the case of an unsuccessful update, the software has to fall in a
specific state or be able to reverse to a previous working version. (Sidenote: Fall
securely)

» Transition Mecahnism The transition to a new algorithm should be protected
against integrity. A possible way to ensure it is using a hash of the algorithm and
encrypting it with an asymmetric algorithm.

A possible downgrade attack could be achieved if the implementation of the up-
date algorithm is not securely taken place.

« Backwards Compability This property is considered for the transition period.
Therefore a cryptosystem should support multiple cryptography algorithms for a
smooth transition.
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5.3 Do we need it?

The problem in today’s cryptography is that these are based on a particular issue
that is not yet solved or takes time to solve. Further, NIST made a definition of the
algorithm.

+ Acceptable is used when the algorithm and key length when "no security risk is
currently known when used in accordance with any associated guidance." [64]

» Deprecated is used when the algorithm and key length is not recommended to
use, but the usage of it has some security risks. [64]

 Disallowed the algorithm and key length is not allowed for further use [64]

The definition for the Status Approval by NIST lays out that the acceptance of algo-
rithms and the key length is based on trust. However, this also means we have to
make sure the used algorithm and key size are secure enough with crypto analysis
and have an alternative if an algorithm is unsecured.

This also means there is a lifecycle for cryptography algorithms. For example DES
has been published in 1975 and standardized under the '[FIPS| PUB 46", validated
under the numbers [FIPSi46-1]FIPS46-2 and [FIPSK6-3 and NIST disallowed the usage
beginning after 2023.

If you are interested in the lifetime of hash functions, we recommend looking at this
table. [64]

5.4 General steps of a replacement

The NIST Publication [65] claims the follwoing steps for replacment algorithms.

1. ldentifing
It refers to as crypto inventory. The meaning of maintaining such an inventory
of cryptographic algorithms is to look at the IT infrastructure and list all used
algorithms. The NIST Publication also recommend the following steps for identi-
fication

* legacy algorithms

» Understand the data formats and interfaces of libraries
 Acceleration mechanisms

» Vurnebale communication devices

» Cryptographic protocol dependencies

Example The usage of TLS is also depended on the underlaying algorithms.
In the OpenSSL Suite is the ECDHE{RSA| AES256{SHA| by using this suite
you already use 4 algorithms.

2. The next step is the objects characteristics such as:
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* latency and throughput

key sizes

» Update mechanisms

legal conditions
* interllecual property
A complete list is available in the official paper.

3. Choose a replacement algorithm
There are undoubtedly no algorithms with the same characters, and it is also not
a drop-in replacement, but the characters can help choose the right one.

4. Operational considerations
After the algorithms are selected, the next is to make some operational consid-
erations.

» methods to validate the implementation

* identify cases that need additional interims, such as hybrid or composite
certificates

 update related operational processes for developers, implementers and users
+ establish a communication plan for internal and external

* plan the migration

* plan the resources

 update internal policies, standards and related documents

* provide the necessary documentation

« test and validate the new processes
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As discussed before, it is of the highest importance for an enterprise to transition
towards crypto agile in a post quantum world. One possible way of achieving this task
is with the use of HSMs (Hardware Security Modules). The following chapter will look
at the role that HSMs could play in such a transition. How they could play a vital role in
the transition from current asymmetric encryption, to new quantum secure algorithms
and how they can offer substantial advantages over software based solutions. For
example in performance considerations, which matter in high throughput or low latency
applications, such as payment systems. [66]

6.1 Introduction

6.1.1 What is an HSM?

Hardware security modules (HSM|is the umbrella term which unites computing hard-
ware, that was specifically built to perform security relevant tasks in a system. This
includes, but is not limited to, tasks such as:

« Safeguarding and managing digital keys.
» Performing encryption and decryption.
« Performing strong authentication.

» Performing further cryptographic functions, such as entropy generation.

They come in various sizes and shapes, and use a variety of technologies to be in-
tegrated into existing systems. Such as having a USB interface that can directly be
plugged into an existing system, being an embedded Peripheral Component Intercon-
nect card, or having Ethernet ports for communication with the rest of the
system. This allows HSMs to perform many security relevant tasks faster and more
efficient than software running on all-purpose hardware, which makes them destined
for applications such as mainframes or servers, which handle high throughput or low
latency applications. These can usually not rely on cryptographic software to perform
the tasks at hand, because the performance would not suffice. Another aspect is the
security rating. Software based cryptography often does not meet the requirements
for business applications, which are required by law or by their own internal policies to
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employ FIPS(Federal Information Processing Standards) 140-3 or CCP|(Common Cri-
teria) rated modules. To achieve such a rating, the device must be protected against
physical attacks. Those requirements arise as soon as the certification passes the
first levels. This is usually required in critical infrastructure such as financial institutes,
public transport digital infrastructure, government applications, etc...

This makes HSMs a viable solution for the coming age of agile cryptography. Compa-
nies will strive to implement so-called "Crypto Agility" workflows, which will allow them
to change their currently employed cryptography infrastructure much easier than it was
done up until now. Flexible HSM’s, with this requirement in mind, can be a great asset
for the future shift in the cryptographic landscape towards [PQC| and beyond, into a
quantum agile future. The following chapters will take a closer look at the specific use
cases for these applications of HSMs.

6.2 Challenges and solutions

As we face the challenge to adapt to [PQC| many companies will face two main prob-
lems. [67] One being that, they have no concise picture of their whole cryptographic
infrastructure. This will create the need for them to perform a close inspection of their
current topology, to determine where they use which cryptographic measures. While
this might be a trivial task for a small enterprise, it can quickly grow with certain factors
such as headcount, infrastructure, past infrastructure mergers, and many more. But
this task is absolutely crucial, as cryptography can only be adapted if it is known where
which assets are and how they operate together.

The second issue is the fact, that most company infrastructures are far more complex
than initially thought. [67] This usually entails, that a big redesign is needed, if a
company wants to change one aspect of their current security architecture. And while
some might tend to simply adapt their current concept with some partial replacements
or updates, it might be smart to use this challenge as an opportunity for a complete
overhaul of the security architecture. Such endeavors take a substantial amount of
time. Depending on the infrastructure size, this can vary from a year, up to a decade
or more. If you think back to the transition from [SHA1 to [SHAR or the transition from
[RSAlto ECC, you might remember how long this took in your company. And while that
change was severe, the upcoming transition will be on a larger magnitude than ever
before, and past solutions for transitions might not apply here. It is always advisable to
reevaluate the whole infrastructure when changes are made at such a basic layer of the
architecture. This is due to the fact, that while applications and their implementations
do not require a big change in architecture, the cryptographic implementation is usually
the foundation of a company security pyramid, as can be seen in|Figure 6.1|

FIPS]| are public standards which are published by NIST and used to determine the security level of
computer systems.
2The Common criteria are international standards for computer security certification.
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POTENTIAL SECURITY VULNERABILITY CAUSES

Poor Passwords or Phishing User

Vulnerability

UIRRCRaEe Poor Implementation or

;2;"‘;::2 *’; :‘,’( Open Firewall Ports

Quantum Computer Attack
Using Shor’s Algorithm

Figure 6.1: ISARA - Managing Cryptographic and Quantum Risk
[67]

Furthermore, it is possible that the current architecture might simply not be ready to
handle the increased workload of [PQC] solutions. As discussed in [chapter 3], the new
algorithms vary strongly in performance. Due to this, it could become necessary to
provide additional performance to existing infrastructures. This can be solved by scal-
ing vertically or horizontallyﬂ But there always exists the issue, that some devices
might not be capable to handle [PQC]| or might not be suited for scaling, and thus need
replacement. This is a problem that needs to be taken into consideration!

Cryptography used to be something static, and slow to change in the past. An "install
and forget" kind of endeavor. But it must become an agile part of any companies IT
architecture, if they want to move forward into a quantum ready future. The process of
cryptography moving from something that was statically implemented and then forgot-
ten about, to this dynamic asset in one’s security architecture is called "Crypto Agility"
and is described more in detail in

6.2.1 Legacy devices

As mentioned before, one of the biggest problems of the coming cryptographic shift,
after the issues of cryptographic visibility and complexity, is the issue that some de-
vices might simply not be able to adapt to the new requirements of post quantum

SHorizontal scaling is increasing the number of devices, while scaling vertically means to increase the
power of the individual devices.
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cryptography. But what if these devices are a crucial part of the infrastructure of your
company? You could simply replace them with newer devices that are capable of deal-
ing with [PQC] but this would require a big financial investment in the best case, and a
complete redraw of your architecture in the worst case (But keep in mind to see this
as an opportunity to switch to a quantum agile architecture). It could (but it absolutely
shouldn’t) be the case that the device is irreplaceable in the architecture, and needs
to stay, without the possibility of getting it ready for PQC| We could argue, that this is
simply a case of a bad architecture and cannot be tolerated, but we all know, that the
reality can necessitate such cases.

This is a further task, that an [HSM| could fulfil. If the device in question can’t be
upgraded, then it, and it's surrounding devices would need to be placed in an enclosed
network. This should preferably be in a physically protected location, to make sure the
data flow can’t be hijacked and read out by an attacker. An is then placed at the
gateway of this network, which takes up the task of encrypting and decrypting all traffic
that goes in and out of this network. The advantages are clear, as the non [PQC|ready
pieces of hardware traffic is encrypted when sent out of the network in a quantum safe
manner. But the drawbacks include the aspect that all traffic inside this network is not
quantum secure and can possibly be intercepted and decrypted by a possible attacker
with quantum resources. This would require a breach of the secured perimeter, be it
physical or digitally.

6.2.2 High throughput/low latency environments

One of the main applications, in which HSMs already are used today in the security ar-
chitecture, is environments in which low latency or high throughput are crucial. These
HSMs are usually tailored to suit the exact use case they are intended for, with specific
hardware implementations. This makes them unable to adapt to a new cypher suite.
A further hindrance is that these devices often come with preinstalled firmware, which
cannot be changed, modified, or updated to accommodate new cyphers or crypto-
graphic processes. Microsoft noted this in their picnic implementation paper:

Often the firmware on these devices (HSMs) is fixed by the manufacturer,
and prototyping new algorithms is not possible. [68] p. 47]

This is a clear drawback for a customer looking for quantum agile solutions. Manu-
facturers are thus preparing for this new challenge. While it usually sufficed to build
well tailored solutions, which solved one task especially well, often due to the help of
hardware implementations. It has become increasingly important to have a product
which can fit in the new crypto agile landscape. This can be achieved through various
means. But due to the fact that HSMs typically heavily rely on the use of hardware ac-
celeration, the manufacturers need to use FPGAs to enable their customers the best of
both worlds: Agility and performance. [68, p. 47] While some manufacturers already
implemented this in their current product lines, others are slower to adapt. But more
on this in the following sections.
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6.3 Quantum ready HSMs

As we have seen before, HSMs are already a basic part of many modern architectures.
This won’t change with the migration to post quantum cryptography, it will probably
even increase, as they can tackle some challenges provided by [PQC| better than their
software counterparts. But what exactly does it mean when we speak about "Quantum
ready HSMs"? Which criteria should they fulfill to be considered a strong contender in
the field? There isn’t really a specification what these modules should provide to be
considered post quantum ready, but a whitepaper of MTG makes a good point. They
specify three main points which their HSMs aim to fulfil to perform with [PQC| These
are:

« Strong protection and use of [PQC] keys
+ Customized hardware solution

« Compliance with industry standards
[69]
So | used these three points to paint a picture of[PQC| ready HSMs.

6.3.1 Strong protection and use of PQC keys

Key security always was HSMs main goal. It's one of the areas where they are clearly
superior to software based solutions, due to the fact that they can offer physical pro-
tection in a way a software product simply can’t. This fact hasn’t changed with [PQC|
but has simply remained an important part of an [HSM| Another aspect of this is the
secure use of the keys with the new algorithms. This can be done in a similar fashion
as before, but needs to be adapted to the current[PQC|algorithms.

6.3.2 Customized hardware solution

Since current HSMs only strive to implement a very narrow group or even just one spe-
cific algorithm, they can allow themselves to be rigid in their hardware implementation.
This allows them to offer just the main building parts of these algorithms within their
hardware platform. But with [PQC| and especially the move towards crypto agility, it
becomes increasingly important for HSMs to have an adaptable hardware implemen-
tation. It would not be a feasible approach to implement all current[PQC]|candidates on
the hardware, since there would be too many uncertainties, and it would overcompli-
cate the internal architecture of the device. What can be done instead is the integration
of FPGAs with a new firmware, that allows for a change in algorithms during it'’s oper-
ation and thus allows for an agile HSM| preparing it for the post quantum future.
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6.3.3 Compliance with industry standards

This is something that is directly influenced by the previous part. While the hardware
and software has become more agile, it also has become more prone to attacks. The
firmware now needs to be updated for new algorithms and the FPGAs need to be
reconfigured by this firmware. And while this was simply impossible before, offering the
HSMs a great way to increase their security, it is now a necessary part of a quantum
ready [HSM] This offers additional attack surface. Some industry standards, such as
[FTPS| and [CC]| need to implement this in their new regulations and need to evaluate
the vendors solutions to combat this new risk, so that the HSMs can be certified as
before. While some vendors have already started this process with their quantum
ready HSMs, such as Crypto4A [70], it remains to be seen if they can obtain a [FIPS]
certification, and how this process will develop in the future.. The NIST itself is currently
in the process of making sure that these developments which ocurred in the [PQC|
process are implemented in future standards for certification. They state that some
[PQC]aspects are simply out of scope for [FIPS [71]. When checked with the [FTPS}140-
3 standard [72], it is clear that it was not designed to incorporate [PQC| and thus is in
need of a future change to address this issue. The NIST has not released an official
statement when this will be the case, but they did state:

Additionally, NIST plans to incorporate a cleaner, and therefore preferable,
hybrid key establishment construction in a future revision of SP 800-56C
[A]

SP 800-56C isn’t a full-fledged certification standard like [FIPS[140-3, but a recom-
mendation by NIST, with guidelines for "key-derivation methods in key-establishment
schemes". This is an important building block of modern HSMs and in turn has an
influence in the [FIPS| certification process. So while it isn’t a[FTIPS[140-3 change, or a
new 140-4 proposal, it seems as if they are aiming to implement guidelines on certain
[PQC]schemes, which will propagate to [FTPS|standards in the future. This will probably
occur once the standardization of the [PQC] algorithms is completed.

6.4 Manufacturers

Everything included in this chapter is based on marketing material of hardware
manufacturers. We are well aware that this isn’t the same grade of information
quality as scientific evidence. This chapter still tries to give an unbiased
opinion of current possible [PQC| HSMs manufacturers. All marketing mate-
rial referenced in this section has been cataloged and cited for your convenience.

The manufacturers are not ranked in any form and are simply arranged in al-
phanumeric order. Also, the list is in no way complete. This is not the stated aim
of this chapter. It simply aims to provide an overview on a few manufacturers
who have published their current approach to the quantum threat.
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6.4.1 Crypto 4A

Crypto 4A is a Canadian manufacturer of cryptographic solutions, including state of the
art HSMs. Their production for the fourth generation of their HSMs recently started.
This generation uses top-notch FPGAs to enable an agile and quantum ready
They have a clear focus to provide the [HSM] solutions of the future and strive to have
a complete product palette for any post quantum security needs. For which, they are
currently in the process of obtaining a[FTPSj140-3 certification. [70]

Crypto4A, is a great example for a manufacturer who wants to be an early adapter in
this field. They saw the need for agile HSMs in the future and acted on it, showing how
early [PQC|HSMs could look like.

6.4.2 ISARA

ISARA is not a manufacturer of HSMs but rather the software and firmware with which
HSMs can function in an architecture. And while they don’t provide security hard-
ware, they are an important mention in this field, due to their[HSM|compatible software
suites. They strive to enable a quantum ready future for security products, be it their
own software, or their software suites in combination with Thales hardware. This is
achieved by a strong collaboration with Thales to enable an optimal product portfolio.
[73] [67]

ISARA is an interesting mention, since it will become increasingly important to have
a good firmware, that is capable of adapting to customer needs. As we discussed
previously, an agile [HSM| can only function with a good firmware suite running on it.
This helps it to unlock it's agile potential.

6.4.3 MTG

MTG offers a comprehensive portfolio of state-of-the-art quantum-safe se-
curity products and services [69]

They are, just like ISARA, a software provider and not a hardware manufacturer. They
offer services such as key management interoperability for different HSMs and Certifi-
cation services, etc... Their[HSM|partner is Ultimaco, with which they follow a similar
goal such as the ISARA & Thales cooperation. The main aim being to provide a com-
plete crypto agile solution for the coming [PQC]infrastructures.

MTG is another great example of manufacturers realizing the importance of agile
firmware, in combination with powerful hardware.

Post Quantum Cryptography 79
Isaac Wirth, Marco Zanetti



CHAPTER 6. HSM

6.4.4 Securosys

Securosys is a Swiss company which specialized in the production of HSMs. While
securosys aknowledges the quantum threat, they haven'’t officially stated any inten-
tions to start develop a new series of HSMs specifically for it. With their current stance
being, that they simply don’t see any urgency to develop new HSMs specifically for
[PQC] at the moment. Though they offer the possibility to implement [PQC|on their cur-
rent devices. This more timid approach can make sense, since we do not know which
algorithms will be standardized and in what time frame. It remains to be seen which
products they will provide specifically for it, once they will start their development. [74]

The approach of Securosys, while different, is still valid. They might not have the new
cutting edge quantum agile products at the ready in the next few years (Or maybe they
do, but simply are keeping quiet about it). But since they wager that their current lineup
can handle [PQC]they are nevertheless prepared for the initialPQC|rollout. They might
not be as agile or performant as the competition, but it remains to be seen how highly
this will be valued by customers to begin with.

6.4.5 Thales

Thales is following a similar tactic like Securosys. But they are heavily advertising for
their new post quantum solutions. Their current line, the "Thales Luna HSM" which
they claim to be able to implement post quantum technologies as they emerge. [75]
This is a great promise, but we will see if it holds true in the future, and for how long
the current generation will be able to keep up with the new standards in this sector.
[66] If they want to keep the edge over their competition, they will need to release new
hardware, which can bring the fight to companies like Ultimaco and Crypto 4A.

As said before, this is a valid approach. If your current product line is strong enough
to handle the increased workload of [PQC| But it will surely fall short in performance
to newer HSMs with integrated FPGAs. The possibility remains to implement the new
NIST algorithms once they are standardized with specific hardware. This isn’t the spirit
of crypto agility, but it would offer substantial performance boosts. And maybe, Thales
is aiming towards that possibility.

6.4.6 Ultimaco

Ultimaco is probably the current leader when it comes to the development of post
quantum HSMs. According to their own claims, they were the first manufacturer to re-
lease a[PQC]firmware extension for their existing HSMs. [76] They have partnered up
with companies such as MTG and Microsoft to create the cryptographic product vari-
ety of tomorrow. Their products were even used for the first fully quantum secure VPN
connection. [77] This, combined with their clear road map, shows how determined
a company can be to provide a strong lineup for possible [PQC]| solutions. They
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achieve this by combining FPGAs and a strong software suite, which was created in
collaboration with MTG, to provide the crypto agile solutions of tomorrow. [78]

Ultimaco, just like Crypto4A, shows a good picture of everything that a post quantum
agile strives to be. Most importantly they seem to have a complete vision with
strong industrial partners for firmware and field testing. It remains interesting to see
where this cutting-edge development will lead them.

6.5 Conclusion

Everything included in this chapter is merely an opinion by the authors and is
not supported by hard evidence or direct quotations of relevant literature. The
opinion is based on the research documented in the previous [chapter 6]

Cryptography is the foundation of a company’s security architecture. And it is quite
fitting to visualize the whole topology as a pyramid, like If the foundation
cracks, the whole pyramid fails. HSMs are important cornerstones in today’s large
scale architectures, but while some already saw them loose relevance in certain use
cases, due to the adaptability of software based solutions, it seems as if they will be-
come greatly important over the next few years. The rise of quantum computing will
enable the use of HSMs in nearly every scenario to improve a company’s crypto agility,
and thus enabling it to prepare for the quantum age.

While they shouldn'’t be treated as an universal solution for everything, they can prove
to be highly useful. In the right application with the right surrounding system an
can become a powerful tool to implement [PQC]|in an enterprise’s perimeter and en-
able it to tackle the various challenges of todays IT infrastructures with a powerful tool
at their disposal. Manufacturers around the world have acknowledged the imminent
threat of quantum computing, and are thus preparing for it in their own way. Some
identified the need for a new generation of HSMs to fulfill this task. They have started
to build HSMs which will enable enterprises to confidently advance into a crypto ag-
ile future. Others remain with their current solutions, and will adapt them along the way.

All smaller enterprises which haven’'t implemented HSMs so far should reconsider their
stance on them, and see where they could profit from them. While larger companies,
which usually already use them, will see that they will be able to redesign their security
architecture with HSMs at their core. They will be able to find new use cases for them,
and to further develop current use cases.
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While HSMs are great for high throughput applications, there are other solutions to
achieve similar tasks in certain environments. The technology discussed in this chap-
ter, [QKD[Quantum Key Distribution), is the only one in this essay, that actually uses
quantum states to encrypt information. But while this sounds ever so promising, it also
has it’s limitations, which we will discuss later on.

The following chapter will give an overview over [QKD] Please note that in some arti-
cles, you will also read the word quantum key exchange (QKD), which is a synonym
for the same process. While current cryptographic system rely on classical computers
to perform safe operations for key generation and exchange, does this with the
laws of quantum physics. This brings the advantage that they can leverage quantum
properties such as the spin and entanglement to create nearly unbreakable crypto-
graphic algorithms.

Since it is theoretically impossible to clone quantum states [79, p. -37], due to the
no cloning theorem, it is impossible to physically circumvent this kind of cryptography.
However implementing these systems always brings the chance of error with them,
and thus they need adequate protection against possible eavesdroppers.

This chapter will take a look at the current technical development of this technology,
the advancements made in recent years, and give an outlook for future challenges
and opportunities to come. It will provide an estimation of relevance and feasibility for
different business types in which [QKD] could be used. To understand this technology,
we first have to take a little look at basic quantum mechanics

7.1 What is QKD? (Exemplified with BB84

Quantum key distribution is the process of using cryptographic protocols that leverage
quantum physics for their key generation. That means they use quantum particles sent
over a channel to exchange key material with the participants.

The [BB84(Named after his Inventors, Charles H. Bennett and Gilles Brassard in 1984),
was the firs quantum cryptography protocol. It was defined in theory in 1984 and tested
in alabin 1989.
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The algorithm works as follows (For a better understanding you can look at[Figure 7.1):

1. Two participants, let’s call them Alice and Bob want to perform a secure key

exchange over an insecure channel.

. So alice will provide Bob a key. She needs a source of single quantum particles.

BB84uses spinning photonﬂ

3. Alice will now pass photons through one of the two filters and send them to Bob.

. Bob measures them with a random filter of his choice and notes if the receives a
logical 1 or 0.

. After they have exchanged a sufficient number of photons for the key exchange
E|they will compare their filter settings.

. If both choose the same filter they keep the value, if they choose different filter
the measurement is not reliable and thus discarded.

. They perform error correction.

. Now they both have the same key which could not have been intercepted by

anyone.

|

Keybits 1 1
Photons 4”7 I

- 0 01 - - 1 0 1 0 Keybits

Figure 7.1:|BB84protocol basic scheme

The possible attack on this algorithm:

"Photons are quantum particles with a spin. This spin can be measured by passing them through a

filter.

Normal filter alignments are -45°45°(diagonal) and 0%90° rectilinear. Each of the two filters

has a 0 and 1 position depending on the spin of the passing photon. If a photon encounters a filter
which is approximately similar to their spin they pass through without being absorbed. The closer the

filter
(and

2Usual

they encounter is to a 90° shift from their current spin, the more likely it is they will be absorbed
thus not generate a signal at all). In real life photons can spin any possible way, but since in
|we generate our own photons, we can generate them with a certain spin.

ly at least double the key size to account for Bobs random filter choice, and an additional amount

to overcome the photon loss due to background noise in the fiber.

Post Quantum Cryptography 83
Isaac Wirth, Marco Zanetti



CHAPTER 7. QKD

1. Let’s imagine someone wants to attack this key exchange, let’s call that person
Eve.

2. Eve can insert herself into the channel between the two participants.
3. As she doesn’t know which filter to use herself, she also has to choose at random.

4. This leaves her with a 50/50 chance of picking the wrong filter, and subsequently
destroying the quantum particle during the measurement.

5. It will thus not travel to Bob and will be discarded.
6. Even if Eve manages to pick the correct filters these cases can arise:

7. + All three choose the same filter: The bit is kept and Eve has learned the key
information.

+ Alice and Eve choose the same filter, but Bob didn’t: Eve learned the key
information, but it will be discarded since Bob didn’t measure it correctly.

+ Alice and Bob picked the same filter, but Eve didn’t: Eve measures (or even
destroys) the photon, but the measurement is with the wrong filter and pro-
vides her no information about the key. If she destroys it, the measurement
is not recorded by Bob, it gets discarded by Alice.

» Eve and Bob picked the same filter, but Alice didn’t: Alice and Bob did not
pick the same filter, they will discard the measurement.

8. So as you can see, there is no chance for Eve to measure the key correctly. Un-
less she could clone the particles, which is not possible due to quantum physical
laws. Or if she would choose the correct filter every time, but that chance dimin-
ishes exponentially. Were she to try this with a[AES]| 256 bit key, and we assume
the participants exchange only 600 bits which would be a close call regarding
chance of correct filter choice and noise in the channel, her chances of picking
the correct filter each time would be 1 : 4.15¢!%° which is simply impossible.

Hopefully this very brief overview over the BB84algorithm gave you an introduction
on how it works. If you are still in need of additional material, we highly recommend
watching this explanatory video on the topic. You can also find countless detailed
write-ups of the topic, such as this wikipedia article.

7.2 History of QKD

The idea of quantum cryptography is nothing new. The first ideas for this type of cryp-
tography emerged nearly 40 years ago.

But development hasn’t stood at a standstill during all those years. Here is a timeline
of the most notable events in quantum cryptography:

So as you can see, came a long way in the last 40 years. From barely manag-
ing to pass 30 cm of fiber, to a couple of hundred kilometers with a reliable service.
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Year Topic

approx. | Work on quantum algorithms starts. Stephen Wiesner

1970 and Gilles Brassard start to research the topic.

1984 BB84Algorithm is published. The first quantum cryp-
tography algorithm. See [section 7.1]

1989 IBB84js experimentally proven in a lab environment.
The E91 algorithm is published by Arthur Ekert. It

1991 is similar to BB84, but uses entangled quantum par-
ticles.

2004 A quantum key is exchange in a lab environment over

360 m with entangled photons.

Two students of the MIT manage to eavesdrop a
2006 [BB84message, rendering it insecure. Showing the
need for a possible mitigation to attackers

Elections results in Switzerland are being sent over a
2007 channel with|[QKD] The key is established from Geneva
to Bern (the capital) over a 100 km long fiber.

A Chinese research group launches a |QKD| capable
satellite into orbit and performs over a period of
two years. The keys are transmitted over 1200 km of
space

2016- | The research in |QKD]| is intensifying in different as-

2021 pects. See|section 7.3

Table 7.1: The history of QKD

2016

During this time, new ways of performing [QKD] have emerged, new algorithms have
been formed and developed. But up until now it was just a secure way of sharing
keys, without many practical use cases, since our current crypto algorithms were al-
ready a secure and mainly cheaper alternative. The only real use cases were few
and far between, mainly directed towards research institutions and government agen-
cies, which opted for the highly secure cryptography solution, since they could pay
the higher costs. The market was pretty niche, with only a handful of companies of-
fering hardware for The swiss company ID Quantique probably being the most
well know. But now, with the threat of quantum computer looming at the horizon,
has become a viable contender for [PQC] In the recent years (2016-2021) many new
papers have been published regarding this area, as the investments of private compa-
nies and government funded research agencies have increased. We will take a look at
the most important areas of current research and future developments in the following
chapters.
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7.3 Current technical advances

7.3.1 Development fields

To better understand, why the development is still ongoing, it needs to be noted that
still has many flaws that need fixing before it can become a good contender for
[PQC]| These drawbacks currently prevent if from being used in certain situations. They
mainly entail, but are not limited to:

+ Cost

— The equipment for creating pulses with single quantum particles need to be
very precise, which makes it expensive

- needs purpose-built fiber channels to work and cannot be run on con-
ventional infrastructure which increases cost

* Robustness

— If cheaper equipment is used, such as prebuilt fibre infrastructure, the relia-
bility drops substantially

— Quantum particles are highly fragile and due to that, prone to loss in a fiber,
even under optimal conditions

» Distance

— Due to being prone to loss in a fiber, the distance is limited, capping it's
effective usable distance at around 200 km

— Solutions above that become increasingly complex
» Key Rate
— The key rates drop quickly with increased distances (Due to increasing loss)

— Lower key rates make key exchanges last longer, which reduces usability

So the research teams who aim to improve clearly have their work cut out for
them. We will look at a few focus points of current research and which advances have

been made so far.

3t is highly debatable where this "barrier" exactly lies. As many research papers claim different num-
bers. So this isn’t to be considered a set number, but more of a range.
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7.4 Increasing the distance

One of, if not the biggest, drawbacks that still has is the limited range. Single
photons can only be sent over such a long distance before they are absorbed by an
imperfection of the fiber, or the reflective coating itself. This happens due to quantum
scattering, which is not important for this essay, you should simply know that it is in-
credibly hard to send single photons over long fibers without them getting absorbed at
some point.

So this shows why the first experiment was done over such a short distance, and all
subsequent experiments failed to reliable crack the 400 km [80, p. 4] mark at all.

It is thus not surprising that a lot of the published research papers from recent years,
are about overcoming this barrier. Be it with the use of new approaches to already ex-
isting protocols, new protocols, or even new transmission techniques and technologies.

You might ask yourself how it comes that sending quantum particles is much more
complex than sending conventional data via copper cables or fiber. There are many
factors:

» Quantum particles are usually sent by transmitting single photons, compared to
a couple of thousands(if not millions) in conventional cases.

« Conventional signals can simply be read out and repeated, or even cloned.
Reading them and repeating them is not as easy for quantum particles, while
cloning is physically impossible.

» Even the tiniest background noise can destroy a quantum particle, while it takes
substantially more background noise to disrupt a conventional signal.

Currently, there are a few different approaches on how to fix this:

« We can produce ultra lossless fibers (ULF) which are incredibly pure, but also
highly expensive.

» We could use quantum repeaters to increase the signal strength. But the tech-
nology for quantum repeaters isn’t fully ready yet.

* We can send the quantum particles over channels that have less background
noise compared to classical optical fibers, such as clean air, or space.

» We can adapt new protocols that are more tolerant to background noise.
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7.4.1 Quantum repeaters

Now the solution with quantum repeaters seems pretty easy to implement. We could
just use quantum repeaters to solve the problem of distance, just as we did with the
conventional internet, to increase distance for transmission. This concept is proven
and one of the easiest ways to overcome physical boundaries. Repeaters are used
everywhere in our daily life. Radio transmissions, satellite communication, Wi-Fi range
increase and the list goes on and on.

Firstly we need to distinguish what "quantum repeating" is all about. Because there
are two ways of repeating quantum information. For one, we can use a device that
actually entangle{f] quantum objects to repeat their properties, this guarantees us that
the information is always in a quantum state along the way, and thus tamper resistant.
Or we can read it out, and create a new quantum state with the use of conventional
hardware. While this second approach is way easier, it also mitigates the advantages
of [QKD] since we interrupt the pure quantum channel. We offer an attack surface. So
please keep in mind, that we are mainly talking about option one, true quantum re-
peaters, in this section.

Repeating quantum patrticles is not that easy. Because we can’t simply clone quantum
states, due to the no cloning theorem. This theorem helps us to stay safe from an
eavesdropper, but it also makes it so much harder to use a repeater for our quantum
particles.

There is a whole field of study dedicated to quantum repeaters. The current approach
that is being taken, is to entangle the quantum particles in intervals [81]. It thus in-
creases the distance travelled by the quantum particles with each repeating process.
This allows to preserve the quantum particles entanglement over increasing distances
with the help of additional particles. As this process continues, it can be performed
with as many quantum repeaters as needed along the way, until we have 2 quantum
particles that are far enough apart for our desired connection distance. Every particle
sent over the channel needs to go through this repeater process.

You see this is no easy task, and relies on technology that has not been fine-tuned, or
even developed. So one ought to find other solutions for this problem. Why not turn to
the second option, classical repeaters?

7.4.2 Classical repeaters

We could measure each quantum particle, destroying it in the process, and then recre-
ate them. This would make the whole process a lot easier, and we could use existing
hardware to perform it. Conventional networks perform this task in a similar fashion on

4Quantum entanglement, is the quantum mechanical linking of two quantum particles. This is such as
that when measuring one, the properties of the other one are known without measuring it.
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switches or bridges on layer two.

And this is exactly what is done in China’s first quantum Network, spanning from Bei-
jing to Shanghai. They built relay stations roughly every 65 km [82] which measure
the signal, destroying it in the process, and then recreate it. While this is not ideal
for security, making the whole quantum link vulnerable at these locations, it narrows
the possible attack locations down to a couple of repeater nodes. The solution is far
from optimal, but since there are currently no better alternatives, this might just be
how it’s going to be done in the near future until a better technology enters service.
Please note that this technique is substantially different quantum repeaters. Quan-
tum repeaters aim to duplicate the state of the quantum particle without destroying the
original.

7.4.3 Increasing the distance without repeaters

Another approach is to try to increase the transmitting distance without the need for
repeaters. Because if we riddle our network with repeater nodes (be it quantum or not)
it would mitigate a lot of the advantages that[QKD]or even a possible quantum network
(more in[section 7.5), could provide. Nodes slow it down (and introduce possible fail-
ure points), make it more vulnerable to threats from the outside, and also harder and
more expensive to maintain.

What if we can never achieve reliable quantum repeaters? As with a lot of things in the
quantum physical field of studies, it holds a high uncertainty if we can reliably achieve
it in the next couple of years. Regardless of this possibility, the scientific community is
looking into ways to increase the transmission distance of [QKD] without repeaters, to
broaden its use. Because if quantum repeaters never become viable, they will have a
solution ready for it, and if they will, it still stands to the debate if they will be reliable
and don'’t introduce unwanted drawbacks. One of the most promising topics, and the
current record holder when it comes to distance, is the so called twin field quantum
key distribution algorithm (TF{QKD]

7.4.4 Twin Field Quantum Key Distribution

The approach of TF{QKD] has a couple of differences to classical It does not rely
on controlled receivers, but instead simply uses an untrustworthy node which contains
the receiving equipment. This was inspired by the measurement-device-independent
quantum key distribution MDI{QKD] another protocol, which aimed to increase
transmission safety and distance. MDI{QKD]is not subject of this essay, if you want to
know more about it, you can read this paper.
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In TF{QKD] as opposed to BB84, both participants send their photon pulses to the
same destination (an untrustworthy recipient), which then measures the state and in-
forms the participants if they have achieved a match or not. Since the untrustworthy
node only sees if the participants achieved a match and not the individual phases of
the individual signals, it cannot determine the key. And in a further deviation from the
base idea of BB84, TF{QKD| uses phase modulation to alter the photon state, lever-
aging the effect that a photon isn’t just a particle, but also a wave at the same time.
While this increases the complexity of the protocol, it greatly helps to achieve further
distances and increases security. This can be seen by the phase modulators (PM) on
each participants side in[Figure 7.2, Because if an eavesdropper would measure the
signal along the fiber channel, he could not determine which phase the particle is in,
making the measurement void for him and even risking destroying the particle in the
process, alerting the participants of a possible eavesdropper.

Charlie

SPD SPD

BS

Figure 7.2: The usual setup of TF

This technology has been experimentally tested under lab conditions by Toshiba Eu-
rope research. While they tested the implementation, they did not do this over an
actual 500 km of fiber, but rather over less than 100 m, with artificial attenuation added
to the fiber channels. These learnings concluded in a paper [83] over their specific
implementation, which provides insight in how they managed to achieve high key rates
over such huge simulated distances. The paper [83] furthermore looked at ways of
eradicating possible pitfalls for real world implementations of the protocol, as it ac-
knowledged that their laboratory implementation had certain advantages which could
not be counted on in the real world, such as low background noise and no phase shift
due to reduced cable length.

These learnings from Toshiba Europe were picked up by a Chinese research group in
2020, and used to test an implementation of the TW{QKD]in a real-world environment.
The research group managed to establish a link between the Chinese cities of Jinan
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and Qingdao, which are over 400 km apart. This proved the effectiveness of TF{QKD]
in a practical use case. They stated that his proves a possibility for TF{QKD] to be
operated on distances of over 500 km. The measured key rate is around thrice as
good as previous [QKD]field tests with similar lengths. [84, p. 2] This is nearly double
the distance of comparable implementations of [QKD] and proves that[QKD|is ready to
be implemented in nationwide networks sooner than later.

7.4.5 Satellite-to-ground QKD
7.4.5.1 Idea

A whole new approach to overcoming the rate-distance barrier of is the use of
satellites. The basic principle of QKD|stays untouched. We have two entities that want
to generate a key by leveraging quantum physics as a means of provable security. Now
instead of having one of them operate as the sender and the other as the receiver of
the key, they both act as receiver. The sender in this case is the satellite, which aims
a laser at a ground station below. It then transmits a beam of entangled photons,
which are directed at a ground station with a photon receiver connected to a large-
scale telescope. This telescope gathers the photons sent by the satellite and channels
them into the quantum receiver, where they are measured and converted into a bit
stream. The satellite then continues his orbit and waits until it is above the second
receiver, where it can send the entangled photons to the second ground station. The
two ground stations can now negotiate a key, which they derived from the received bits
from the satellite.

7.4.5.2 Chinese research results

Chinese researches tested this technology with a satellite launched in 2016, carrying
the necessary equipment to establish with ground stations. During the mission
duration of two years, they conducted a variety of experiments in correspondence with
three ground stations in China and one in Austria. The goal of this experiment was
to be a proof of concept for [QKD| and quantum communication in general over such
a long distance. To achieve [QKD] with the ground, the satellite had to send the signal
over a distance of 1200 km.

So how could this technology help to increase the usability of QKD? It provides the
possibility for a key exchange between two ground stations which can be anywhere
on an orbit around earth. This is done without the need for a complex infrastructure
in between these two locations, needed to transport quantum signals over a fiber or
the disruptive atmosphere. The only infrastructure needed for this is a ground station
each at the receiving locations and the satellite itself.

In the beginning of the large-scale use of [QKD] as solution for [PQC]| large scale quan-
tum networks will be few and far in between. Only the drivers of the technology will be
able to afford the construction and maintenance of large scale quantum networks. It
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could thus serve as a solution to provide between local quantum networks that
only span cities, regions or at best nations.

As becomes more widely adapted, and we will be able to deploy nation- or
even continent wide quantum networks, there still remains the challenge of provid-
ing across continental borders with no land connection. Specifically between
Eurasia/Africa, the Americas and Australia. While the current internet uses submarine
optical fiber cables for this task, it is currently uncertain if this will ever be possible for
quantum networks. Current|QKD]technologies cannot operate on such fibers, and the
necessary infrastructure for a long quantum link is not capable of being built on the
ocean floor. So it could be a feasible solution to perform this task via satellite QKD

As of now, there are still a couple shortcomings of this technology for it to be consid-
ered a viable staple in the future of post quantum cryptography, such as, but not limited
to:

» The satellite’s key distribution rate is reliant on the weather conditions.

» There needs to be a big satellite network for it to span the whole globe (Think
[GPS|but with a finer mesh.)

 Currently, only big telescopes with an aperture of roughly 1 m are able to reliable
receive the signal.

» The infrastructure costs for receivers and the satellite are quite high at the mo-
ment

» Long transmission time for a key pair (Due to orbits and number of satellites)

These issues will need to be addressed before this technology can become an every-
day use item, like e.g. [GPS| But the research team working on satellite QKD is well
aware of this and has already stated a couple of improvements to their technology for
future tests. For example, they plan to deploy a whole constellation of satellites, which
would thus speed up the process and enable quicker key exchanges between far apart
ground stations. A further measure to increase the key distribution properties and the
availability for the intercontinental key exchange is the increase of the orbit height.
With a higher orbit, the satellites would be more stable, allowing for more precise [QKD|
with the ground stations. This would allow for cheaper receivers, better transmission
rates and a bigger cone which could effectively be serviced below the satellite. [85,
p. 10]

They make it clear that their main goal is not to provide [QKD] for every individual in-
stitution. This is simply not possible in the coming years with the current status of the
technology. But the technology holds great promise for a previously mentioned use
case, the interconnection of metropolitan areas:

The satellite-based can be linked to metropolitan quantum networks
where fibers are sufficient and convenient to connect numerous users within
a city at 100 km scale. [85, p. 10]
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7.4.5.3 Further key developers

An indication that this technology is seen as a promising solution to the rate/distance
problem can be seen in the fact that other nations have started to invest into satellite
as well. The European communication infrastructure giant SES is already work-
ing on this technology. They recently teamed up with the European Space Agency
(ESA) to develop a system for the creation and use of via satellite. [86] Cur-
rently, they do not make any concrete statement when they will be ready with a fully
integrated system for customer use. But they have recently announced the creation
of a consortium of 10 Partners to support the so called "QUARTZ" initiative which has
the consumer market as the main priority. They stated in a press release:

QUARTZ applications will address the needs of users such as telecommu-
nication operators, financial organizations, infrastructure providers, institu-
tions and governmental organizations. [87]

Which would make them a promising future provider for[QKD]on a consumer level.

Another promising up and comer is the UK based company Argit. According to their
own statements, they will soon be ready to launch their own satellite, and have
already developed most of the technology needed, including a completely new
protocol tailored to the satellite’s needs. They are planning to launch their first two
satellites by 2023 from the newly created spaceport in Cornwall. They have strong
collaboration partners as well for this project, such as the UK telecommunications
company BT and the U.S defense company Northrop Grumman. Their ambitious aim
is to launch a service by 2023, which they are confident about :

But Williams (who is also a founder and former CEO of communication
satellite operator Avanti) told Space.com that Arqit is "far ahead of the world
in launching a commercial [quantum key distribution] service." [88]

So we can expect them to provide usable results in the very near future for consumer
solutions.

7.5 A possible quantum internet

Why are we undertaking all this effort to send quantum particles over longer and longer
distances? Wouldn't it just suffice to send them over 200 km? We could simply use
[QKD] for what it was originally designed. A short-distance key exchange that is prov-
able secure. But researches are working towards a way bigger goal that just a little
bit of key exchange. The quantum internet. What they are trying to do is to create
a big network, comparable to the internet, which only leverages quantum states to
communicate. This would bring two key advantages with it:

1. Speed: A quantum internet would have quicker response times

2. Security: A quantum internet would be provable secure against eavesdroppers,
because we can leverage quantum physical processes to ensure this property
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This new internet would allow many real-world applications to be run substantially
faster. An interesting aspect for applications such as:

« Sensor Networks
* Upscaling Quantum Computing

» Secure Quantum Communication

While these applications hold great value for the scientific community, they do not pro-
vide much of an impact for the industry. But the aspect of having a worldwide network
that leverages quantum states for transmission could be a possible solution for post
quantum cryptography. If we transmit data over a classical link, we need to protect the
nodes of the networks and make sure that no one attacks the links between them. The
quantum internet would fully mitigate the need for link security, as data in transit is now
being sent with quantum particles, which makes it impossible to eavesdrop on it. It
could also help to increase node security, with technologies discussed above (Such as
lquantum repeaters). Since with the use of quantum repeaters, even the nodes would
leverage quantum states. This would make attacking the nodes harder, if not impos-
sible, without being detected and destroying the data itself, due to quantum physical
laws.

7.6 Quantum conference key agreement

We talked a lot about [QKD]in the previous sections and the achievement of building
large scale quantum networks, even up to a global quantum internet. But all the solu-
tions that we discussed so far for [QKD| have one thing in common. They were all just
peer-to-peer. So were we to connect a group of users together with the security of[QKD|
we would need to perform between each pair of peers. This does not scale well.
In a network with n peers, this would mean we would need to perform N (N — 1)/2 key
exchanges. As you see this scales exponentially with the number N which means it
starts to increase very quickly as N grows even slightly. Researches encountered this
problem early on as they started to build the first inter campus networks that spanned
more than just 2 peers. So they set out to create new protocols and implementation
for [QKD] which they all united under the term (quantum) conference key agreement
(Q)CKA.

[CKA| protocols aim to take new approaches to in networks that have more than
2 peers. They want to increase speed, minimize number of keys and key exchanges
and still keep security at a high standard.
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7.6.1 Bipartite CKA

While we just stated peer-to-peer [QKD] to be inefficient, some [CKA| protocols actually
follow the idea of simply using to establish peer-to-peer connections between all
nodes in the network. These, now secure channels, can be used to distribute a clas-
sical, non-quantum key, to all the participants. While this is inefficient, it was the only
solution to this problem for quite some time. The only way this kind of protocols were
able to achieve a slight speedup is that they are not reliant on a full mesh topology.
When the protocol simply uses a dedicated host in the network to perform the
process with each peer once and then distributes the secure key for the [CKA]to them,
the needed connections decrease from exponential (N (N —1)/2) to just linear (N —1).
This is already a substantial decrease. But the host in charge needs to be capable
to quickly and efficiently perform many sessions in a row for this approach to
reliably work.

7.6.2 Multipartite CKA

Another approach that seems promising for the future is multipartite CKA. Here, spe-
cial quantum states (Such as the GHZE] state) are used, to perform a key agreement
between N amount of peers simultaneously. So basically is performed with vV
nodes at the same time.

There already are a few protocols that use different quantum properties to perform
CKA. The one we will use as an example is an experimental implementation of [CKA|by
using the states to negotiate keys between the peers. Leveraging existing tech-
nologies, the protocol in use is simply called NBB84, since its functionality is exactly
the same as the BB84protocol, but it is performed between N peers with entangled
quantum particles. This essay will only highlight the differences from the BB84jprotocol

here, if you want to read more about how [BB84works, please refer to|section 7.1{

The differences of NBB84compared to standard [BB84are as follows:

» The photon source does not sit at a participant’s end, but on a shared "quantum
server".

The protocol is triggered by a request from one of the participants to this server.

« The server then distributes the key via entangled [GHZ| states to all participants
at the same time.

» They derive the keys and then communicate their misses to each other.

» Now everybody knows which bits can be used in the key generation.

5The|GHZ state is a special quantum state that entangles quantum particles in a way that all entangled
quantum particles have the same outcome, should they be measured with the same polarization
filter.
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89, p. 3]

After this is completed, all participants of this round of the protocol are in possession
of a key, which they now can use to safely communicate with each other. The protocol
successfully authenticated a full network without the need for peer-to-peer[QKD] which
makes it more lightweight and thus faster. This technology will be important in medium
scale quantum network that contain N nodes, for example within metropolitan areas
in which many participants want to talk to each other, while classical peer-to-peer
remains useful for the interconnection of these medium scale network with each
other.
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Figure 7.4: A typical setup for with the use of NBB84[89, p. 2]

7.7 Conclusion

Everything included in this chapter is merely an opinion by the authors and is
not supported by hard evidence or direct quotations of relevant literature. The
opinion is based on the research documented in the previous [chapter}

The previous chapter provided an in depth look at the current state of Technol-
ogy is steadily advancing as time’s arrow marches forward, but what exactly can this
technology provide in the regard of [PQC]|for current businesses?

As you can see in the [Table 7.2] [QKD| does not seem to hold up to its promises of
being a solution that can be ready in time to act as a serious contender for [PQC]| That
is mainly due to its [drawbacks], which keep it from being an easy adaptable solution
for the masses. is more like a highly technological solution that has its niche ap-
plications in certain areas of cryptography where it's amazing properties can be fully
utilized. While a lot of the technological advancements discussed in the previous chap-
ters seem to have the potential to make it into a usable solution for some use cases,
it simply cannot achieve the daunting requirement of being usable by the masses, and
thus fails as [PQC] solution for the near future. The main reason for its shortcoming
are its costs, and its distance limitations. This combined with increasing unreliability
over distance and being prone to an easy denial of service, simply makes this form
of cryptography unattractive for global connections that need to be reliable and cheap.
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The technology is undoubtedly one of, if not the most secure, way of exchanging keys
over an insecure network. But even the best technology sees no widespread use if
its drawbacks hold it back. can almost be compared to the Concorde | It's a
big leap in technology, undoubtedly the most sophisticated and fastest in its field, but
its costs and unreliability simply hold it back and prevent it from achieving its full full
potential.

But, the scientific community is working on the shortcomings of [QKD| While some call
this the turning point for[QKD|others are skeptical that this technology can be improved
to a level in which it would be suitable for the masses. Solutions to distance problems,
like |[satellite transmissions| and [twin field encoding would greatly improve but it
would also increase the costs further. There are other approaches, such as using new
protocols, to utilize the existing infrastructure to a better extent, such as[CKA| But even
these ambitions fall short when the underlying technology isn’t ready for the consumer
market in it's current state. So while was trying to become more accessible,
and thus more widespread in it's use, it seems to look like it's going back towards its
roots. Being a highly sophisticated solution for a few niche applications, such as highly
sensitive data transmissions and scientific applications such as clock synchronization
and telescope intercommunication. For them, the possibility of a [quantum internet|
sure is a great scientific endeavour that might materialize itself in the coming years or
decades, to advance technology even further.

But even in its most specific field of work, seems to be slowed down. The trans-
mission of highly sensitive data for governments and global agencies. Different gov-
ernment organizations have announced that the use of [QKD|is not ideal for their use
cases. While NCSC (National Cyber Security Centre’) has recanted their statement
and has allowed the use of again [90], the continues to keep their stance
that[QKD]is not the way to go. They state on their webpage:

In summary, views quantum-resistant (or post-quantum) cryptography
as a more cost effective and easily maintained solution than quantum key
distribution. For all of these reasons, [NSA| does not support the usage
of or QC to protect communications in National Security Systems,
and does not anticipate certifying or approving any or QC security
products for usage by NSS customers unless these limitations are over-
come. [91]

This is a potential deathblow to the commercial potential of [QKD]in the United States.
If a technology is not endorsed by the it will be tough to justify any investments
in pursuing this as a[PQC] solution. While the US is not the only country on this planet
to develop IT solutions, it's a crucial market that could fade away due to this. This
would make [QKD| less viable for vendors, meaning the technological advances could
slow down. But other nations are currently working on projects to further develop QKD
especially the UK, the EU and China. It remains to be seen what can be achieved in
the near future, and maybe the solution will become viable after all, but right now, it
isn’t.

6A highly sophisticated supersonic passenger airliner from 1969, ultimately brought down by its flaws
and high cost.Wikipedia
"The NSCS of the united Kingdom is their official national cyber security guidance institution.
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Audience

disadvantages

General comments

_|_

is provable secure

Thus, impeccable against eavesdroppers
High infrastructure costs

Has severe distance limitations

Lower reliability compared to other PQC

Users

+

Providers could make this technology feasible for very secure
key agreement

[QKD]in general is not viable for the consumer at the current stage

Small/Medium businesses

Could be bought from a provider as a service for secure key agree-
ment with certain government institutions

No real use for[QKD|internally

Global enterprises

Could be a great solution for key exchange between locations across
the globe

Possibility for small scale quantum infrastructure between viable fa-
cilitys in close vicinity

Operating infrastructure across the globe is unviable from a financial
standpoint

So would still be reliant on providers, which need to be trusted

Governments

Could operate nationwide networks and provide secure key
exchange for highly sensitive data

Could license service providers to build quantum networks for use

by public for[QKD|needs

Nationwide infrastructure is highly expensive
Needed collaboration with other nations for global network

Global network currently only achievable with satellites, making na-
tions dependent on contractors like SpaceX or Boeing

Table 7.2: conclusion overview

Post Quantum Cryptography

Isaac Wirth, Marco Zanetti

99




8 Conclusion

This chapter reflects the personal opinion of the writers. It is based on all previ-
ously mentioned research.

We touched on many things in this essay. Be it new technological developments,
improvements of existing technologies, or already existing solutions, repurposed for
their new use. We painted a vibrant picture of many technologies which will all play
their assigned part in the complex dance that will be post quantum cryptography. But
what do we take away from all of this?

Quantum computers have made a huge leap in the recent years. While they seemed
impossible for many decades, it was finally accomplished to build reliable quantum
circuits which are more than just a lab experiment. They work, and they provide real
value. It is certain, that this technology will grow in the future and become more and
more powerful. And while this brings exciting new possibilities in countless areas of
research and technology with it, it also poses a threat for our current cryptography. A
threat like we never faced it before.

But we are not as unprepared as some might think. The cryptographic community
has already spend nearly two decades, debating, collaborating and researching for
possible solutions that can help us to reshape cryptography, and to prepare it for a
post quantum age. This cannot be undertaken without any guidance, and while many
smaller committees have longed this task, the NIST has taken the torch and united all
other institutions and researchers behind them. They have started a remarkable pro-
cess, in which they aim to validate the cryptography of tomorrow, step by step, line by
line, and even bit by bit. They are currently concluding the third round of this process,
and we are certain that the end of this round will bring a first standard to light. The first
ever standard which will include at least one KEM and one signature algorithm, which
are quantum proof and ready to be put to good use. Which algorithm they will choose
is incredibly hard to predict. But when factoring in all the different aspects it seems
likely that the "Crystal" family has a very strong position, due to their great strength,
adaptability and performance. Furthermore it is also likely that picnic and saber could
be standardized. We think that it is unlikely that NTRU or Classical McEliece will be
standardized, due to their poorer performance and increased key sizes. But our guess
is as good as any.

Hardware security modules are an interesting topic that seems to gain traction in the
coming decade. Post quantum cryptography brings new challenges with it, and hard-
ware security modules seem a good fit to tackle some of them. These specifically are
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scenarios of high throughput and low latency, such as payment operations. But also
scenarios on which current architectures need adaptation to the newer cryptographic
algorithms, without a big overhaul of the whole architecture. We believe that hardware
security modules can play a key role in the transition, even in combination with hybrid
certification processes. And they have great characteristics to come away from their
current reputation, as being too rigid, and moving towards a future in which they will
be one of the most agile parts of a cryptographic architecture in an enterprise. Thanks
to new developments with state of the art technologies.

Sadly the same thing cannot be said about QKD. While it is a highly interesting tech-
nology, we do not believe it will have wide spread use, at least for the coming years.
The technology is simply too complex and brittle to be used in everyday use cases.
But we think, thank QKD can truly shine when put in the right spot. QKD is an amazing
technology, when used in areas where it shines. That is provable secure key gener-
ation over short distances for highly confidentail data, such as election results, trade
secrets and data of national interest. QKD has a future, but not as a contender for post
quantum cryptography.

A alternative to QKD are hybrid or composite certificates for a faster transition to new
algorithms. The presented designs enable multiple algorithms and high backwards-
combability for legacy systems. It enables PKI systems to serve new algorithms to
applications and avoids the installation of a second PKI infrastructure. Our research
showed that combining hybrid or composite certificates with FPGA makes the transi-
tion to new algorithms faster.
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Glossary

CA A certificate authority (CA) is a trusted entity that issues certificates ... ... 47,

CLR In cryptography, a certificate revocation list is a list of digital certificates that
have been revoked by the issuing certificate authority (CA) before their scheduled
expiration date and should no longer be trusted. ............................ B9

SHA-1 In cryptography, Secure Hash Algorithm 1 is a cryptographic hash function
which takes an input and produces a 160-bit (20-byte) hash value known as a

MESSAgE AIgESt . . it 148
X.509 An X.509 certificate binds an identity to a public key using a digital signature..
44} [47, [66]
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Acronyms

AES Advanced Encryption Algorithm...................... 18] 24, 69
ASN.1 Abstract Syntax NotationOne..............ccooiiiiiiii i, 36,
BB84 [QKD]| scheme developed by Charles Bennet and Gilles Brassard in 1984 .. [82]
83 184} [85] [96] [102]
CC Common Criteria, a specification for security requirements............ 69
CKA Conference Key Agreement..............ccooiiiiiiiiiiannn... 95| [96], [97]
CVP Closes Vector Problem ... e
DNS Domain Name System ... ... e
eBACS ECRYPT Benchmarking of Cryptographic Systems.......................
ECDSA Elliptic Curve Digital Signature Algorithm ........................... 48,
ESA European Space AQEeNCY .. ..o
FIPS Federal Information Processing Standards, a specification for security require-
00 T=Y 01 £ [71], [74],[78],
79
FPGA Field Programmable Gate Array ........ ...
GHZ Greenberger-Horne-Zeilingerstate ...
GPS Gilobal Positioning System ...

HSM Hardware Security Module, purpose built security device. ... [73][76] 77} [78}, [79]
80, 8]

IBM International Business Machines Corporation, a US It company. .. .. 13 [14}

IP Internet Protocol . . ... .o 48]
LAN Local Area NetwWork. .. ..o
LDAP Lightweight Directory Access Protocol. ..., 35
MQ Multivariate Quadratic Equations. ...
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NBS National Bureau of Standards ... 69
NSA National Security AGENCY . .. viui ettt 69
OID Objectidentifier ..., 40l [41], 50|,
PCI Peripheral Component Interconnect ...
PKI Public Key Infrastructure........... ... 134}

PQC POSt Quantum Cryptography - s a a a a ! ’ ’ ’
Qbits QuanNtuM BitS.......ooiiiii 13

QKD Quantum Key Distribution [82] [83] [84] [85] [86}, [87] [38] 93] [94] 95,

RFC Request for Comments, a technical form of publication.................. [35]
RISC Reduced Instruction Set Computer...... ...t
RSA Rivest-Shamir-Adleman, a widely used asymetric cryptograhic cipher for signa-
tures and encryption. .............. 4], (14}, [15] [20] [25], 50, 52, [69] [71],
(74]
SHA Secure Hashing Algorithm ....................... [18] 23] [26), 71]
ULF Ultra Losless Fiber. ... ..o i e i 87
URI Uniform Resource Identifier ... 48]
VAMPIRE Virtual Application and Implementation ResearchLab................. [25]

114


https://en.wikipedia.org/wiki/Peripheral_Component_Interconnect

	Introduction
	Purpose and Scope
	Audience
	Document structure

	Current technical development
	Status quantum computing
	Declaration
	Fundamentals
	Current technical development
	Future development
	Asymmetrical Cryptography
	Symmetrical Cryptography


	Post Quantum Cryptography (PQC)
	History of cryptography
	NIST involvement


	NIST
	Introduction
	Closer look at PQC
	Code-based PQC
	Lattice-Based PQC
	Multivariate PQC
	Hash-Based PQC
	Overview

	Benchmarking
	Introduction
	Information about the dataset
	Visualization

	Conclusion
	Look ahead
	NIST candidates documentation

	Certificates
	Introduction
	Definition

	X.509
	History
	ASN.1
	Example
	Basic structure
	Types
	Contraints

	Structure
	Fields

	Approaches
	Design considerations
	Hybrid Certificates
	General idea
	Generation
	Verificaiton
	Properties

	Composite Certificates
	Genereal idea
	Generation
	Verification
	Properties

	Parallel Hierachie

	Conlusion

	Crypto Agility
	Definition
	Properties
	Do we need it?
	General steps of a replacement

	HSM
	Introduction
	What is an HSM?

	Challenges and solutions
	Legacy devices
	High throughput/low latency environments

	Quantum ready HSMs
	Strong protection and use of PQC keys
	Customized hardware solution
	Compliance with industry standards

	Manufacturers
	Crypto 4A
	ISARA
	MTG
	Securosys
	Thales
	Ultimaco

	Conclusion

	QKD
	What is QKD? (Exemplified with BB84
	History of QKD
	Current technical advances
	Development fields

	Increasing the distance
	Quantum repeaters
	Classical repeaters
	Increasing the distance without repeaters
	Twin Field Quantum Key Distribution
	Satellite-to-ground QKD
	Idea
	Chinese research results
	Further key developers


	A possible quantum internet
	Quantum conference key agreement
	Bipartite CKA
	Multipartite CKA

	Conclusion

	Conclusion
	List of Figures
	List of Tables
	Listings
	Bibliography
	Glossary
	Acronyms

