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Bluetooth Low Energy Link Layer
Access Address: 0x8e89bed6
Packet Header: ©x2542 (PDU Type: ADV_NONCONN_IND, TxAdd: Random)
Advertising Address: 16:c1:b8:b@:45:fb (16:¢1:b8:b0:45:fb)

v Advertising Data

v Flags
Length: 2
Type: Flags (0x01)
@00. .... = Reserved: 0x0

Simultaneous LE and BR/EDR to Same Device Capable (Host): true (©x1)
Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (0x1)
BR/EDR Not Supported: false (0x0)
e LE General Discoverable Mode: true (Ox1)
....... @ = LE Limited Discoverable Mode: false (0x®)
v 16-bit Service Class UUIDs
Length: 3
Type: 16-bit Service Class UUIDs (@x@3)
UUID 16: Google/Apple Exposure Notification Service (@xfdef)
v Service Data - 16 bit UUID
Length: 23
Type: Service Data - 16 bit UUID (@x16)
UUID 16: Google/Apple Exposure Notification Service (0xfdéf)
v Google/Apple Exposure Notification
Rolling Proximity Identifier: a792f45b@3af1778f0e7886e1999a047
Associated Encrypted Metadata: 569d6853
CRC: @xa5f5ca

o .
[T TR TI}

0000000 b 00oooooio iooobo booo0bboooooiod gooooheooooe o
tiioooooon

00 100000 00 oo 0oo 0o tooboo 00 0o Coooboo 00000000 Coob looooo o
0o000000 totoot 4o I0eodoooooot ooo boo 1oobooo O 00 Ooo boo 00 bodoog
00000 00000 000 0oOd O0Doo O 0oior OO0 o0 D0ooo 0oob 00 000 00O0noiooot ooo
000000 00bO DOoonootooor 0oo iC000oiiion boo0 00000 boooooon

0000 0 00ioo 000 00000 DoO00oooidooe 0 Ooobboobl  0ibo 0ooooooo 0oiooo
000 0000 DO00o0ioooo Ooo DoDomoooo 0ooo oo 0oOoooo oot b Ooooot Doooood
(0000 bODoobooor 000 boo Cbrotiiitoo Dooboo OooCmmobotl Oooo 0ot 00oooo
00 COO000ioOoD DOOoohoon oib Oo0o0oootooo bOoCoot Oooor 0o 00ooo 000 oo
000 0000 boOooiodl 0booot 00ooooo otoo bo0 000 Dot 000O0me 0ooo ooo
00 OJI000000 000 0000000 b0 [000000iiD oo DO0000io0000n 0o 000 0oom
oooooooo

0100 D0I000000O Doooo booboobo o Diibitobo boo Loooo doootimmidoooo boooooioo
0000000 DOD0OOOonrOboibontnrooooibr 00 boboodn

000 O0obooooiod boo 0o ooo

00 100 DO DO 000 Doboiiooood bod Oitiiodot 0ODooooroooo booiooo Lo
00000 booo foooitot Dooooiooo oo Dooibt 000000 0odoo 0o00ooo 00O oo tootoio
0000 0O00 0ooitoo Coooooo

000 00000000 OioOp0boooooor 0o o000 00 DO0OCioomdo 0o0oooiooooD [ooor Ooooeo

ao



00 Ooobooboiooooooo 0 0ooooboooooo

Bluetooth Low Energy Link Layer
Access Address: @x8e89bed6
v Packet Header: @x2246 (PDU Type: ADV_SCAN IND, TxAdd: Random)
. 8110 = PDU Type: ©x6 ADV_SCAN_IND

..0 .... = Reserved: @

..8. .... = Reserved: ©

.1.. .... = Tx Address: Random
@... .... = Reserved: ©
Length: 34

Advertising Address: 5d:e8:2b:36:ab:56 (5d:e8:2b:36:ab:58)
v Advertising Data
v 16-bit Service Class UUIDs
Length: 3
Type: 16-bit Service Class UUIDs (@x03)
UUID 16: Google/Apple Exposure Notification Service (@xfdéf)
v Service Data - 16 bit UUID
Length: 23
Type: Service Data - 16 bit UUID (@x16)
UUID 16: Google/Apple Exposure Notification Service (@xfdef)
v Google/Apple Exposure Notification
Rolling Proximity Identifier: 969878713f22f5341d1432df©28e6e83
Associated Encrypted Metadata: 7a22fae@
CRC: @x7d2cod
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Bluetooth Low Energy Link Layer
Access Address: 0x8e89bed6
v Packet Header: 0x1840 (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
... 9000 = PDU Type: @x@ ADV_IND

...8 .... = Reserved: ©

..0. .... = Channel Selection Algorithm: #1
.1.. .... = Tx Address: Random

@... .... = Reserved: 0

Length: 24

Advertising Address: 41:f8:e3:8d:9c:74 (41:f8:e3:8d:9c:74)
v Advertising Data
v Flags
Length: 2
Type: Flags (@xe1l)
000. .... = Reserved: ox@

...1 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): true (©x1)

.... 1... = Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (©x1)
... .0.. = BR/EDR Not Supported: false (0x0)

... ..1. = LE General Discoverable Mode: true (Ox1)

... ...0 = LE Limited Discoverable Mode: false (©x0)
v Tx Power Level
Length: 2
Type: Tx Power Level (@x@a)
Power Level (dBm): 12
v Manufacturer Specific
Length: 11
Type: Manufacturer Specific (Oxff)
Company ID: Apple, Inc. (@x004c)
Data: 1006031e654b215f
CRC: @xelbd25
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n Tag. Advertiser

Bluetooth-Gerate bis me trennen

® ¢

Bildschirm-
synchronisierung
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22:05 all T @)
< Einstellungen  Bluetooth
Deaktiviert Bluetooth

Bluetosih vollstandig
Jetzt sichtbar als ,iPhone”.
MEINE GERATE
AirPods von Nicht verbunden (&)
Audi MMI 8152 Nicht verbunden (&)
Bose Mini SoundLink Nicht verbunden (&)

Bose SoundLink Mobile...  Nicht verbunden (i)
Edge 130 Nicht verbunden (&)

Jabra FREEWAY v3.19.2 Nicht verbunden (&)
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22:05 - . )

Einstellungen

=5 Hans Muster

Apple-ID, iCloud, Medien & Kaufe

Flugmodus Flugmodus eingeschaltet
WLAN Aus
Bluetooth  Bluetooth eingeschaltet
Mobilfunk Flugmodus

Personlicher Hotspot Aus
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http://ubertooth.sourceforge.net/hardware/one/
https://github.com/greatscottgadgets/ubertooth
https://www.nordicsemi.com/Software-and-tools/Development-Kits/nRF52840-DK
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https://www.microbit.org/get-started/user-guide/overview/
https://www.ellisys.com/products/bex400/
https://www.ellisys.com/products/bex400/
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Visual Studio Code  Docs  Updates Blog A AQ Search Docs ¥ Download

Code editing.
Redefine

Free. Built on ¢
Download Mac Universal
Stable Build

Stable Insiders
macOS Universal

Windows x64 User Installer

Linux x64 deb
pm

Other downloads
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https://code.visualstudio.com/
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M mobile_and_buds_paired_connecting_music.pcapng
File Edit View Geo Capture Analyze Statistics Telephony Wireless Tools  Help
w7 ® Blses=xf i EQaQqH

Apply a display filtter .. <Ctrl-/>

Time Source Destination Protocol  Length Info
13 1.777176888  35: :4d:85 Broadcast LE LL 56 ADV_NONCONN_IND[Malformed Packet]
14 1.839133880  4c: rec:7b Broadcast LE LL 4@ ADV_IND[Malformed Packet]
15 1.925516688  41: :8d:7b Broadcast LE LL 44 ADV_IND
16 2.853433300 35: 14d:85 Broadcast LE LL 56 ADV_NONCONN_IND
17 2.19677e4e@  41: 18d:7b Broadcast LE LL 44 ADV_IND
18 2.269183700  e2: 17c:bd Broadcast BT Mesh 51
19 2.294983580  e2: 17c:bd Broadcast BT Mesh 51
28 2.338936308 35: :4d:85 Broadcast LE LL 56 ADV_NONCONN_IND
21 2.473@824008  41:00: :8d:7b Broadcast LE LL 44 ADV_TND
22 2.581646180 44:18:34:19:a6:7b Broadcast LE LL 58 ADV_IND[Malformed Packet]
23 2.744276808  41:80:22:83:8d:7b Broadcast LE LL 44 ADV_IND
24 2.883443800 35: 14d:85 Broadcast LE LL 56 ADV_NONCONN_IND
25 3.823032800  43: ths:41 Broadcast LE LL 63 ADV_IND[Malformed Packet]
26 3.3@@536308  41: 18d:7b Broadcast LE LL 44 ADV_IND[Malformed Packet]
27 3.448211508 35: 14d:95 Broadcast LE LL 56 ADV_NONCONN_IND
28 3.579289@088  41: :8d:7b Broadcast LE LL 44 ADV_TND
29 3.853@43308  41: :8d:7b Broadcast LE LL 44 ADV_TND
3@ 4.396301188  40: :8d:7b Broadcast LE LL 46 ADV_IND[Malformed Packet]
31 4.446666800  de: :e9:ef:9b Broadcast LE LL 48 ADV_IND[Malformed Packet]
32 4.4 £2:0r:/9:7a:7c:dd Broadcast BT Mesh 51

Frame 28: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface /tmp/pipe, id @
v Bluetooth
[Source: 41:88:22:83:8d:7b (41:80:22:83:8d:7b)]
[Destination: Broadcast (ff:ff:ff:ff:ff:ff)]
v Bluetooth Low Energy RF Info
RF Channel: @, 2482 MHz, Advertising channel 37
Signal dBm: -81
Noise dBm: -128
Access Address Offenses: @
Reference Access Address: @x8e89beds
Flags: @x@@37
v Bluetooth Low Energy Link Layer
Access Address: @x8esfbeds
v Packet Header: @x194@ (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
= PDU Type: @x@ ADV_IND
Reserved: @
Channel Selection Algorithm: #1
« «e.. = Tx Address: Random
@... .... = Reserved: @
Length: 25
Advertising Address: 41:8@:22:83:8d:7b (41:00:22:83:8d:7h)
v Advertising Data
Flags
Tx Power Level
~ Manufacturer Specific
Length: 12
Type: Manufacturer Specific (exff)
Company ID: Apple, Inc. (@x@@dc)
Data: 1887211f6d41885bas
CRC: @x6399dd

-
1

@@ af 80 @@ d6 be 89 Be 37 B8 d& be 89 8e 4@ 19
2816 7b 8d 83 22 6@ 41 B2 B1 1la 2 @a @7
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https://github.com/ZeroChaos-/blue_hydra
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https://github.com/virtualabs/btlejack
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http://ubertooth.blogspot.com/2014/06/discovering-bluetooth-uap.html
http://ubertooth.blogspot.com/2014/06/discovering-bluetooth-uap.html
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http://ubertooth.blogspot.com/2014/06/discovering-bluetooth-uap.html
http://ubertooth.blogspot.com/2014/06/discovering-bluetooth-uap.html
https://github.com/pwnieexpress/blue_hydra
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AdvertisementFingerprint A
sz

4 Properties

Antenna : Antenna
Antennald  int
Companyld: int
FirstSeen :long
Id:int
LastSeen : |
MacAdd
Mean: float
Random : int

Rssiint
ServicelUID: int
Std - float

4 Metheds

@  Equals) : bool
& GetHashCo
@ ToString() : string

ARR R AR AL R DN D]

) & int

IFingerprint

4 Properties

K LastSeen :long

BTLEFingerprint A
Cass

4 Properties

P Accesshddress: string
A Antenna:Antenna
& Antennald :int

K FirstSeen : long

K ldzint

F LastSeen:long

& Mean: flost

& Rssicint

o stdifloat

4 Methods

@ Equals) : bool
©  GetHashCode) :int
@ ToString() : string
_—

MacAddrService A
o
4 Fields
@, _context: BluetoothContext
4 Methods
©  Create() : Task <AdvertisementFing,
@  Delete() : Task<AdvertisementFingerprint>
@ Find() : Task <AdvertisementFingerprint>
® lsUpdateablef) : bool
® MacAddiService()
@ ask<List <AdvertisementFingerprints =
@ Task<AdvertisementFingerprint> (+ 1 overlo...
@ + Task <AdvertisementFingerprint>

| BTBRFingerprint A BTBRService
s Caxs
0 Pt 4 Fields
M Antenna: Antenna @, _context: BluetoothContext
& Antennald: int 4 Methods
K FirstSeen: long ©  BTBRSenvicel)
Fold:ine ® k<BTERFingerprint>
K LAP:string @ ask <BTERFingerprint>
F LastSeen: long ® ) : bool
& NAP:string @ sk <BTBRFingerprint>
F UAP:stiing =] Task<List<BTBRFingerprint..
4 Methods @ fosk <BTBRFingerprint (=..
@ Equals) : bool @  Update]) : Task <BTBRFingerprint>
@  GetHashCo
@ ToString()
—_—

BTLEService A
Caxs
4 Fields
@, _context: BluetoothContext
4 Methods
@ BTLEServicel)
@ ask <BTLEFingerprint>
@ ask <BTLEFingerprint>
@ ): bool
@ ETLEFingerprint
@ ask<List <BTLEFingerprint>»
@ Task <BTLEFingerprint> (= 2 overloa..
@  Update]) : Task <BTLEFingerprint>

EntityNotFound... A
oz
b Excepion

Antenna A

Cass

4 Properties

AR R AR N

4 Methods

@
@
?

BluetoothContext
=
-+ DbConext

4 Properties

F Antennas: DbSet<Antenna>

F BlucioothClassic : DbSet<BTBRFingerprint>
\m,iooﬁr;"csm&m#mr:mmﬁ%v
\ ‘

M : DI ing

# Metadata: DbSet<AntennaMetadata >
4 Methods
@  BluetoothContext)

CorrelationService A

=

4 Fields
@, _context: BluetoothContext
4 Methods

@ CorrelationService()

© GetComrelation() : Task<List<AdvertisementFingerp...

AntennaService A
Cass
4 Fields
@, _context: BluetoothContext
4 Methods
@ AntennaServicel)
@ ): Task<Antenna>
@ Task<Antenna>
@ Task<Antenna>
@ TaskeListcAntenna»>
@ Task<Antenna>
@  Updatel) : Task<Antenna>

AntennaMetadataService A
Cass
4 Fields
©_ _context: BluetoothContext
4 Methods
@ AntennaMetadataServicel)
@ Createl) : Task <AntennaMetadata>
@ ask<AntennaMetadata>
@ Task<AntennaMetadata>
@ TaskeAntennaMetadata>
@ : TasksList<AntennaMetada...
@  Updatel) : Task <AntennaMetadata>

Address
Antennal

int

: ICollec

Btbrs : ICollection <BTBRFingerprint>
Btles : ICollection<BTLEFingerprint>
MACAdrs : ICollection <AdvertisementFingerprint>

Equalsf) : bool
GetHashCodel) : int
ToStringl) : string

4 Droperties
£ Antenna:
Antennal
AntennaMetadatald : int

Y
Y
A Latitude: float
Y
V.

Longitude : float
Timestamp : long
4 Methads
@  Equals(): bool
@  GetHashCodel) : int
@ ToString() : string
———————
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| Program
=

4 Methods
@, CreateDbifNotExists() : void
® CresteHostBuilder() : [HostBuilder
© Main(): void

| StartupBackend A

Class

4 Fields

@, myAllewSpecificOrigins : string

4 Properties

A Configuration : IConfiguration
4 Methods

& Configure( : void

® ConfigureServices() : void

®  StartupBackend()

| AntennaContraller # ) | BtleController A) | MacAddrContraller A} | BtbrController A

Class Class Class Class

= ControlierBase =+ ControllerBase = ControllerBase. = ControllerBase.

4 Fields 4 Fields 4 Fields 4 Fields
@, _logger: ILegger<AntennaConirallers @, _logger: ILegger<BileCentrollers @, _logger: ILogger<MacAddrContrallers @, _logger: ILogger<BtbrControllers
@, _service: AntennaService @, _service: BTLEService @, _service: MacAddrService @, _service : BTBRService

4 Methods 4 Methods 4 Methods 4 Methods
@ AntennaController]) @ BtleController() @ Get]) : Task<ActionResult<List<AdvertisementFing.. @  BtbrController()
@ Get() : Task<ActionResult<List<Antenna>>> (+ 1 over @ Get() : Task<ActionResult<List<BTLEFinger.. @, InternalServerError) : StatusCodeResult @ Gat() : Task<ActionResult<List<B...
@, InternalServerErrar() : StatusCodeResult @, InternalServerErrar() : StatusCodeResult @, InternalServerError() ¢ StatusCode...
@ Post(): Task<ActionResult<Antennas> @ Post() : Task<ActionResult<BTLEFingerprin... @ Post]) : Task<ActionResult<ETERF...
@, RequestCheck() : void @, RequestCheck() : void B, RequestChecki) : void

| AntennaMetadataController

A
Class
=+ ControllerBase.
4 Fields
@, _logger: ILogger<AntennaMetadataCentrollers
@, _service : AntennaMetadataService
4 Methods
@  AntennaMetadataController()
@ Get]) : Task<ActionResult<List<AntennaMetad...
@ InternalServerError{) : StatusCodeResult
@  Post() : Task<ActionResult <AntennaMetadata>>
&, RequestChecki) : void

_ UnixTimeStampConverter LogEvents

I Static Class Class.

I

| 4 Methods 4 Fields

| @ UnixTimeStampToDateTime() : DateTime B Debug:int

e B Delete:int
@ Getrint
B NotFound: in
B Postiint
B Update:int
a

| BadRequestException A
Class
= Exception

4 Methods

@ BadRequestException()
N ——

UpdateltemNotFound : int
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